Handling Device I/O

Content

G
= Overview

« Accessing Data Buffers

= Hardware Abstraction Layer
= Hardware Configuration
«Port 1/0 & Memory 1/0

=« Servicing Interrupts

= DMA

Handling Device I/O

Overview
]

The Main Task of a Driver
G

~ Read/Write data from/to a device.
= User-mode applications use a set of standard
API’s to access the device.
- CreateFile
- ReadFile
- WriteFile
- DeviceloControl
= Most of the corresponding IRPs finally will be
fulfilled by kernel-mode drivers through
communicating with the hardware.

Handling Device 1/O
. |

= Hardware Configuration
- IRP_MN_STARTDEVICE
= Start Device 1/0
- StartlO Procedure
« Handling Interrupt
- Interrupt Service Routine (ISR)
= Defer Procedure Call
- DPCForISR

Hardware Abstraction Layer
N

= An NT-based operating system component that
provides platform-specific support for the NT
kernel, the 1/0 Manager, kernel-mode
debuggers, and the lowest-level device drivers.

= The HAL exports routines that abstract
platform-specific hardware details about caches,
1/0 buses, interrupts, and so forth, and provides
an interface between the platform’ hardware
and the system software.




Accessing Data Buffers
N

= The ultimate goal of a device driver is to
read/write data from/to a device on a
user-mode data buffer.

= Methods:
- PIO
Buffered 170, Direct 1/0 and Neither
- DMA
Adapter Objects

Handling Device 1/O

Accessing

Data Buffers
[

Addressing a Data Buffer

|
= Buffered 1/0
- Use a system buffer created by 1/0 Manager.
= Direct 1/0
- User-Mode data buffer is locked.
- Access the locked pages through the MDL.
= Neither Buffered Nor Direct 1/0

- The 1/0 Manager simply passes the user-mode
virtual address to you.

- Youwork- very carefullyl- with the user-mode
address

The IRP
m_

MdlAddress
Flags
AssociatedIrp
ThreadListAddress

loStatus

RequestorMode | PendingReturned StackCount | _CurrentLocation
Cancel I Cancellrgl ApcEnvironment I AllocationFlags
Userlosb

UserEvent

Overlay

CancelRoutine

UserBuffer

Tail

The IRP

MdlAddress
Flags

AssociatedITp

—uni on {
Req struct _IRP *Masterlrp; cation
. nFlags

] iDVO D SystenBuffer;
| —1} Associatedlrp;

UserBuffer

Tail

Specifying a Buffering Mode
.

NTSTATUS AddDevi ce(
I'N PDRI VER_OBJECT Driver Obj ect,
I N PDEVI CE_OBJECT Physi cal Devi ceChj ect)

. Call loCreateDevice to create an FDO or FiDO for the device being added.

N

. Create one or more symbolic links (device interfaces) to the device.

w

. Initialize your device extensionand the Flags member of the device object

4. Call loAttachDeviceToDeviceStack to Attach the device object to the
device stack.

5. Clear the DO_DEVICE_INITIALIZING flag in the FDO or filter DO.




Flag Description

DO_BUFFERED_I O Reads/write using the buffered method

DO_EXCLUSI VE Open by one thread at a time
1DO DI RECT_I O Reads/write using the direct method

DO_DEVI CE_I NI TI ALI ZI NG | Device object isnt initialized yet.
DO_POWER_PAGABLE
DO_POWER_| NRUSH

IRP_MJ_PNP must be handled at PASSIVE_LEVEL

Requires large inrush of current during power- on.

1. Call loCreateDevice to create an FDO or FiDO for the device being added.

N

Create one or more symbolic links (device interfaces) to the device.

w

. Initialize your device extensionand the Flags member of the device object.

4. Call loAttachDeviceToDeviceStack to Attach the device object to the
device stack.

5. Clear the DO_DEVICE_INITIALIZING flag in the FDO or filter DO.

Flag Setting
. |

= The Lowest-Level Driver
- ORing do->Flags with DO_DIRECT_10 or with
DO_BUFFERED_I0.
=~ The Intermediate Drivers
- do->Flags matches the next-lower one.

= The Highest-Level Driver
- Ingeneral, do->Flags to matches the next-lower one.

- However, it canavoid setting Flags for either buffered
or direct 1/0 if the driver writer decides the additional
work involved will pay off in better driver performance.

Flag Setting for
the Lowest-Level Driver

NTSTATUS AddDevi ce(...)

PDEVI CE_OBJECT f do;

| oCreat eDevice(..., & do);

f do->Fl ags | = DO_BUFFERED_I O,
<or >

fdo->Flags | = DO_DIRECT_IQ
<or >

f do- >Fl ags | =0; // i.e., neither direct nor buffered

Flag Setting for Higher-Lever Drivers
. |

NTSTATUS AddDevi ce( .., PDEVI CE_OBJECT pdo)

{
PDEVI CE_OBJECT fi do;
loCreateDevice(..., &fido);

pdx- >Next Do = | oAttachDevi ceToDevi ceSt ack(fido, pdo);
/1 Maintain Various |/0O and power flags.
fido->Flags |= (pdx->NextDo ->Fl ags

& (DO BUFFERED | O | DO DIRECT_10));
fido->Fl ags |= (pdx->NextDo ->Fl ags

& (DO_POVER | NRUSH | DO_POWER PAGABLE));

The Buffered I/O

= A driver that services an interactive or slow
device, or one that usually transfers relatively
small amounts of data at a time, should use the
buffered 1/0 transfer method.

= This will improve overall physical memory usage,
because the Memory Manager doesn"t need to
lock down a full physical page for each transfer,
as it does for drivers that request direct 1/0.

= Generally, video, keyboard, mouse, serial, and
parallel drivers request buffered 1/0.

How Buffered I/0O Works?

ePVCl D uva; /] <== user-node virtual buffer address
ULONG | engt h; /1l <== length of user-node buffer
PVO D sva = ExAIl | ocat ePool W t hQuot a( NonPagedPool CacheAl i gned,
| ength);
if (witing)
Rt | CopyMenory(sva, uva, |ength);
Irp- >Associ at edl rp. SystenBuffer = sva;
Pl O_STACK_LOCATI ON stack = |oGet Next!|rpStackLocation(lrp);

if (reading)

stack->Par anet ers. Read. Length = length;
el se

stack->Paraneters. Wite.Length = | ength;
<code to send and await |RP>
if (reading)

Rt | CopyMenory(uva, sva, |ength);
ExFr eePool (sva);




The Direct I/O

. |

=« Drivers for devices that can transfer
large amounts of dataat a time should
use direct 1/0 for those transfers.

=« This improves a driver's performance:
- Reducing its interrupt overhead
- Eliminating memory allocation and copy

= Generally, mass-storage device drivers
request direct 1/0 for transfer requests.

The Direct I/O

= Setting up a direct 1/0 transfers varies slightly,
depending on whether DMA or P10 is being used.

=~ Even drivers that request direct 1/0 use
buffered 1/0 to satisfy certain IRPs.

- Inparticular, drivers typically use buffered 1/0 for
some IRP_MJ_DEVICE_CONTROL requests that
require data transfers, whether or not the driver uses
direct 1/0for read and write operations.

/O Control Code
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- Inparticular, drivers typically use buffered 1/0 for
some IRP_MJ_DEVICE_CONTROL requests that
require data transfers, whether or not the driver uses
direct 1/0for read and write operations.

/O Control Code

Flag Description ==
Suitable for transfers small amounts of
METHOD_BUFFERED
data for the request. Transfer
Type
Read a large amount of data for the
METHOD_I N_DI RECT  |request using DMA or P10 and must

transfer the data quickly.

Write a large amount of data to the
IMETHOD_QUT_DI RECT |device for the request using DMA or P1O D for
and must transfer the data quickly. t
Workable only if running in the context  fr uses

METHOD_NEI THER of the thread that originates the 1/0
control request.

How Direct I/O Works?
N

PVA D uva; Il <== user-node virtual buffer address
ULONG | engt h; Il <== length of user-node buffer
KPROCESSOR_MODE node; Il <== either Kernel Mode or User Mode]
PVMDL mdl = 10All ocateMll (uva, |ength, FALSE, TRUE, Irp);

MrPr obeAndLockPages (ndl, node,
reading ? |oWiteAccess : |oReadAccess);

<code to send and await |RP>

Mrnl ockPages (mdl ) ;

| oFreeMl ( ndl ) ;

Don’t access the structure directly.

The Memory Descriptor List (MDL)

. =
typedef struct _MDL {
struct _MDL *Next;
CSHORT Si ze;
CSHORT Ml Fl ags;
struct _EPROCESS *Process;
PVO D MappedSyst enVa;
PVO D Start Va;
ULONG Byt eCount;
ULONG Byt eOX f set ;
} MDL, *PMDL;




Never access the structure directly.

The Memory Descriptor List (MDL)

G
typedef struct _MDL {

struct _MDL *Next;
CSHORT Si ze;
CSHORT Ml FI ags;
struct _EPROCESS *Process;
PVA D MappedSyst enVa;
PVO D Start Va;
ULONG Byt eCount;
ULONG Byt eOXf f set ;
} MDL, *PMDL;

The Memory Descriptor List (MDL)
e ——
Physical Memory MDL

Control Info
(length, offset, etc)

\ Ptr to Page

User Application

\ v
] Data Bufrer 4 prrtopage
/N
H 3k 1 \ 4 Ptr to Page
"
T % 4 Ptr to Page
4]
J
uva 0x00 Phys 0x00

(1

Address Mappings and MDLs
|

= MmGetPhysicalAddress = MmCreateMdl

= MmGetMdlIVirtualAddress = MmPrepareMdIForReuse

= MmGetSystemAddressForMdISafe = MmlnitializeMd!

= MmBuildMdIForNonPagedPool = MmMaploSpace

»~ MmGetMdIByteCount »~ MmUnmaploSpace

= MmGetMdIByteOffset = MmProbeAndLockPages

= MmMapLockedPages = MmUnlockPages

= MmUnmapLockedPages = MmSecureVirtualMemory
= MmMapLockedPagesWithReservedMapping = MmUnsecureVirtualMemory
= MmAllocateMappingAddress. = MmProtectMdISystemAddress
= MmUnmapReservedMapping = loAllocateMdl|

= MmlsAddressValid = loBuildPartialMdI

= MmSizeOfMdI| = loFreeMdl

0 |
Using Direct 1/0O with PI1O

NTSTATUS Di spat chReadOr Wi t e (PDEVI CE_OBJECT f do,
PIRP Irp)

PUCHAR buf f er;

buf fer = MrGet Syst emAddr essFor Mil Saf e( | r p- >Midl Addr ess,
Nor mal PagePriority);

Using Neither Buffered Nor Direct I/O
|

= 1T device objects specify neither direct
nor buffered 1/0, then the 1/0 Manager
will pass the original user-space virtual
addresses in IRPs sent to the driver.

= Typically only highest-level drivers, such
as FSDs, can use this method for
accessing buffers.

How ‘Neither’ I/O Works?
N

PVA D uva; /'l <== user-node virtual buffer address
ULONG | engt h; /Il <== length of user-node buffer

Irp- >User Buf fer = uva;

Pl O_STACK_LOCATI ON stack = loGetNext|rpStackLocation(lrp);

if (reading)

stack->Par aneters. Read. Length = |ength;
el se

stack->Parameters. Wite.Length = | ength;

<code to send and await |RP>




You should use astructured exception frame in
either case to avoid a bug check.

Manage “Neither I/O” User Buffers

. |
= Check the validity of the user buffer for
read or write before accessing the buffer.
- ProbeForRead
- ProbeForWrite

= Or, do the similar jobs that 1/0 manager
does for you on Direct 1/0.
- loAllocateMdl
- MmProbeAndLockPages

Using ‘Neither’ I/O

NTSTATUS Di spat chRead ( PDEVI CE_OBJECT fdo, PIRP Irp)

PVOI D buffer = |rp->UserBuffer;
ULONG | ength = stack->Parameters. Read. Lengt h;
if (1rp->RequestorMde != Kernel Mbde){
_try {
PVMDL mdl = | oAl locateMdl(...);
MProbeAndLockPages(...):
“or-

ProbeFor Read(...);
<access menory at buffer>
}

__except (EXCEPTI ON_EXECUTE_HANDLER {
return Conpl et eRequest (I rp, GetExceptionCode(), 0);
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Windows NT and the HAL
N

= Windows NT uses a Hardware Abstraction Layer
(HAL) to allow NT to communicate correctly with
the hardware on the system.

= The HAL is actually a .DLL file that creates
"hooks" so the operating system and the drivers
do not have to know anything about the processor,
the BIOS, or the system board.

= When NT wants to send something to the
processor, it uses a driver, Registry information,
and an API built into NT, and loaded during
installation.

Core Windows 2000 System Files

Filename Components

Ntoskrnl.exe Executive and kernel

Executive and kernel with support for
Physical Address Extension (PAE), which
allows addressing of up to 64 GB of
physical memory

Ntkrnlpa.exe

Hal.dll Hardware abstraction layer

Win32k.sys Kernel-mode part of the Win32 subsystem
Internal support functions and system

NtdlIl.dll service dispatch stubs to executive
functions

Kernel32.dll, Advapi32.dll,
User32.dll, Gdi32.dll

CoreWin32 subsystem DLLs




The Registry for HAL
. |
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Device Memory Access

Memory-type
Accesses Phyiscal
Address
Space
Bus
Software fatiliess
Space
1/0
Address
1/0-type Space
Accesses

HAL Functions

Functions for Memory Access
READ_REGISTER_UCHAR

Functions for Port Access
READ_PORT_UCHAR

Access Width

8 bits WRITE_PORT_UCHAR WRITE_REGISTER_UCHAR

16 bits READ_PORT_USHORT READ_REGISTER_USHORT
WRITE_PORT_USHORT WRITE_REGISTER_USHORT

22 bits READ_PORT_ULONG READ_REGISTER ULONG

WRITE_PORT_ULONG WRITE_REGISTER_ULONG

String of 8-bit READ_PORT_BUFFER_UCHAR READ_REGISTER_BUFFER_UCHAR

bytes WRITE_PORT BUFFER_UCHAR | WRITE REGISTER BUFFER_UCHAR
String of 16-bit |READ_PORT_BUFFER_USHORT  |READ_REGISTER BUFFER_USHORT
words WRITE_PORT_BUFFER_USHORT __| WRITE_REGISTER_BUFFER_USHORT

String of 32-bit |READ_PORT_BUFFER_ULONG
doublewords WRITE_PORT BUFFER_ULONG

READ_REGISTER_BUFFER_ULONG
WRITE_REGISTER_BUFFER_ULONG

Port 1/0 Memory 1/0

Handling Device 1/O

Hardware
Configuration
]

/O Resources
. ]

Resource .
Overview

Type

Map port range;

Port save base port address in device extension
Map memory range;
Memory save base address in device extension
Call loGetDmaAdapter to create an adapter
Dma

object
Call loConnectlnterrupt to create an

Interrupt |interrupt object that points to your interrupt
service routine (ISR)

Handle PnP IRP’ minor code
IRP_MN_STARTDEVICE

Setup Hardware Configuration

(

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

Il call StartDevice()
PCM_PARTI AL_RESOURCE_LI ST raw, translated;
raw = &stack->Paranmeters. StartDevice

. Al | ocat edResources- >Li st[0]. Parti al Resour celLi st ;
translated = &stack- >Paranmeters. StartDevi ce

.Al'l ocat edResourcesTransl ated->Li st[0] .Parti al Resour ceLi st;|
status = StartDevice(pdx, raw, translated);




Handle PnP IRP’ minor code
IRP_MN_STARTDEVICE

Setup Hardware Configuration
IS

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
/1 call StartDevice()

PCM PARTI AL_RESOURCE LI ST raw, translated;

raw = &stack->Paraneters, StartDevice

Thg eseur&es glven, by the.RnR.Manager
translated = %Wmﬂgi@tﬂem){iaﬁoﬂ_

. Al | ocat edResour cesTransl ated->Li st [0] .Parti al ResourceLi st

status = StartDevice(pdx, raw, translated);

CM_PARTIAL_RESOURCE_LIST

} COM_PARTI AL_RESOURCE_LI ST,

typedef struct _CM PARTI AL_RESOURCE_LI ST {
USHORT Ver si on;
USHORT Revi si on;
ULONG Count;
CM_PARTI AL_RESOURCE_DESCRI PTOR Parti al Descri ptors[1];

*PCM_PARTI AL_RESOURCE_LI ST;

o

CM_PARTIAL_RESOURCE_LIST
G

Version Revision
Count
Type }srwn»m~»-mr| Flags
" Partial Descriptors[0];
Type Isnmnepa;.wl Flags
Partial Descriptors[1];
u

CM_PARTIAL_RESOURCE_LIST

Version

I e Value

Cou

CmResourceTypePort

u Member

u.Port

el R

CmResourceTypelnterrupt

u.Interrupt

CmResourceTypeMemory

u.Memory

CmResourceTypeDma

u.Dma

CmResourceTypeDevicePrivate

u.DevicePrivate

T

CmResourceTypeBusNumber

u.BusNumber

CmResourceTypeDeviceSpecific

u.DeviceSpecificData

U u.DeviceSpecificData

u.DevicePrivate

CmResourceTypePcCardConfig

u.DevicePrivate

CmResourceTypeConfigData

Reserved for system use

CmResourceTypeNonArbitrated

Not used

CM_PARTIAL_RESOURCE_LIST
O

I'ts value depends on the resource type.

CM_PARTIAL_RESOURCE_LIST

Version | Revision
Count
Tye ] Fiag
Parti al Descriptors[0];
u
Type ishareuepusmu»l Flags

CmResourceShareDeviceExclusive

Defintion

exclusive use of the resource

ICmResourceShareDriverExclusive

Not supported for WDM drivers

[CmResourceShareShared

shared without restriction

Version | Revision
Count ﬁ
Type hnrcmnnswml Flags
" Partial Descriptors[0];
Type }sha-eoeunsmowl Flags
Partial Descriptors[1];
u




Handle PnP IRP minor code . .
IRP_MN_STARTDEVICE Identify the Device Rosources

NTSTATUS Start Devi ce (PDEVI CE_CBJECT f do,

Setup Hardware Configuration A POM PARTI AL_RESOURCE_LI ST raw POM PARTI AL_RESQURCE_LI ST trans| at ed)
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE | EXTH\BICN) fdo->Devi ceExt ensi on

I @ 0T PSR G TR Fesource 1 ansl i e Pt G prs

ULONG nres = transl ated->Count ;
NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp) <local variable declarations>
i for (UWONGi =0 i < nres; ++, +#esource){

/1 call StartDevice()
PCM PARTI AL_RESOURCE LI ST raw, translated; .
raw = &stack >Paraneters, Start Devi ce Enumerate each type of resource, and save their

Thel &asw[&eﬁsg{vafb] béér J:Iaeer CeLManagel’ information to the device extension and local variables.
translated = %Wmﬂwlﬂe@{laﬂeﬂ.

. Al | ocat edResour cesTransl ated->Li st [0] .Parti al ResourceLi st
status = StartDevice(pdx, raw, translated);

}

<use |l ocal variables to configure driver & hardware>
return STATUS_SUCCESS;

=

}

Identify the Device Rosources

NTSTATUS Start Devi ce (PDEVI CE_GBIECT T do,
POV PARTI AL_RESOURCE_LI ST raw PCM PARTI AL_RESOLRCE LI ST transl at ed)

{ . .

PDEVI CE_EXTENSI ON pdx = (PDEVI GE EXTENSI Q) fdo->Devi ceBxt ensi org Handlln DeVICe I/O
- POV PARTI AL_RESOURCE_DESCR! PTCR resour ce = trans| at ed->Par ti al Descri ptors;

WONG nres = transl ated->Count ;

<local variable declarations>

for (WONGi =0; i <nres; ++, +esource) {

switch (resource->Type){

case OmResour ceTypePort : Port I/O
<save port info in local variables>
break;

case OrResourceTypel nterrupt: &
<save interrupt info in local variables>
br eak;

case OnResour ceTypeMenory: Memory |/O

<save menory info in local variables>

br eak;
case CrResour ceTypenia D

<save DMA info in local variabl es>
br eak;

}
<use |ocal variables to configure driver & hardware>
return STATUS SUCCESS,

HAL Functions CmResourceTypePort

Access Width Functions for Port Access Functions for Memory Access typedef struct _CM PARTI AL_RESOURCE_DESCRI PTOR {
8 bit READ_PORT_UCHAR READ_REGISTER_UCHAR UCHAR Type;
'ts WRITE_PORT_UCHAR WRITE_REGISTER_UCHAR UCHAR Shar eDi sposi ti on;

16 bits READ_PORT_USHORT READ_REGISTER_USHORT USHORT Fl ags;
WRITE_PORT_USHORT WRITE_REGISTER_USHORT uni on {

32 bits READ_PORT_ULONG READ_REGISTER_ULONG o
WRITE_PORT_ULONG WRITE_REGISTER_ULONG struct {

String of 8-bit READ_PORT_BUFFER_UCHAR READ_REGISTER_BUFFER_UCHAR PHYSI CAL ADDRESS Start :

bytes WRITE_PORT BUFFER_UCHAR WRITE_REGISTER_BUFFER_UCHAR ULONG Le;gi h: '

String of 16-bit | READ_PORT_BUFFER_USHORT READ_REGISTER_BUFFER_USHORT } Port ; !

words WRITE_PORT_BUFFER_USHORT WRITE_REGISTER_BUFFER_USHORT '

String of 32-bit | READ_PORT_BUFFER_ULONG READ_REGISTER_BUFFER_ULONG .

doublewords WRITE_PORT BUFFER ULONG WRITE REGISTER BUFFER ULONG Py

} CM_PARTI AL_RESOURCE_DESCRI PTOR
*PCM _PARTI AL_RESOURCE_DESCRI PTOR;

Port 1/0 Memory 1/0




Resource Type
CmResourceTypePort

Version | Revision

typedef struct _CM PARTI AL_RESOURCH
UCHAR Type;
UCHAR Shar eDi sposi tion;
USHORT Fl ags;
union {

}

} CM_PARTI AL_RESOURCE_DESCRI PTOR
*PCM_PARTI AL_RESOURCE_DESCRI PTOR;

Type |=hav:u | Flags

struct { Flags

Tyoe [

PHYSI CAL_ADDRESS Start ;
ULONG Lengt h;
} Port;

u;

Setup Port I/O Resources

typedef struct _DEVI CE_EXTENSI ON{

} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON,

PUCHAR port base;
ULONG nports;
BOOLEAN mappedport ;

NTSTATUS Start Devi ce (PDEVI CE_GBIECT T do,

POV PARTI AL_RESOURCE_LI ST raw PCM PARTI AL_RESOLRCE LI ST transl at ed)
{

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI QV) fdo->Devi ceExt ensi on

POM PARTI AL_RESOURCE_DESCRI PTCR resour ce = trans| ated->Parti al Descri ptors;

UONG nres = transl ated->Count ;
PHYSI CAL_ADDRESS por t base; Il base address of range
for (WONGi =0; i <nres; ++, +esource) {
switch (resource->Type){
case OnResourceTypePort:
<save port info in local variables>
br eak;
case OrResourceTypel nterrupt:
<save interrupt info in local variables>
br eak;
case OnResour ceTypeMenory:
<save menory info in local variables>
br eak;
case OnResour ceTypeDma
<save DMA info in local variabl es>
br eak;

}
<use |ocal variables to configure driver & hardware>
return STATUS SUCCESS;

NTSTATUS Start Devi ce (

{

typedef struct _DEVI CE_EXTENSI ON{

PUCHAR portbase;

ULONG nports;

PCM PARTI AL_RESOURCH BOOLEAN mappedpor t; d

PDEVI CE_EXTENSI ON Yy peyj CE_EXTENSI ON, * PDEVI CE_EXTENSI ON;

PCM _PARTI AL_| — riptors;
WONG nres = transl at ed->Count ;
PHYSI CAL_ADDRESS por t base; /1 base address of range
for (WONGi =0; i <nres; ++, +resource){
switch (resource->Type){
case nResour ceTypePort
portbase = resource->u.Port. Start;
cas| pdx- >nports = resource->u. Port. Length;
d pdx- >mappedport =
cas (resource->Fl ags & CM_RESOURCE_PORT_I O) == 0;
break;
TAK;
case OnResour ceTypeDma
<save DMA info in local variabl es>
break;

}
<use | ocal variables to configure driver & hardware>
return STATUS SUCCESS;

typedef struct _DEVI CE_EXTENSI ON{

PUCHAR portbase;

NTSTATUS Start Devi ce(
i POM PARTI AL_RESOLRCY
PDEVI CE_EXTENSI CN pi * -
POV PARTI AL_| 2 DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON;
WONG nres = transl ated->Count ;
PHYSI CAL_ADDRESS por t base; Il base address of range
for (WONGi =0; i <nres; ++, +#esource) {
switch (resource->Type){
case QmResourceTypePort :

ULONG nports;
BOOLEAN mappedpor t; d)

i f (pdx- >neppedport) {
pdx->portbase = (PUCHAR) Mrivapl oSpace( portbase,
pdx->nports, MrNonCached);
if (! pdx->portbase) F= 0;
return STATUS_NO_MEMORY;

}

el se
pdx->portbase = (PUCHAR) portbase. QuadPart;

T
<use |ocal variables to configure driver & hardware>
return STATUS SUCCESS;

iptors;

Release Port I/O Resources

VA D St opDevice(...)
{

if (pdx->portbase & pdx- >mappedport)

Mrnmapl oSpace( pdx- >por t base, pdx->nports);

pdx- >port base = NULL;

10



Resource Type
CmResourceTypeMemory

typedef struct _CM PARTI AL_RESOURCE_DESCRI PTOR {
UCHAR Type;
UCHAR Shar eDi sposi tion;
USHORT Fl ags;
union {
struct {
PHYSI CAL_ADDRESS Start ;
ULONG Lengt h;
} Menory;
}ou
CM_PARTI AL_RESOURCE_DESCRI PTOR
*PCM_PARTI AL_RESOURCE_DESCRI PTOR;

—

Setup Memory I/O Resources
e ——

ty

}

pedef struct _DEVI CE_EXTENSI ON{
PUCHAR nenbase;
ULONG nbytes;

DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON;

Setup Memory I/O Resources

NTSTATUS Start Devi ce (PDEVI CE_CBJECT fdo,

{

POV PARTI AL_RESOURCE_LI ST raw PCM PARTI AL_RESCLRCE LI ST transl at ed)

PDEVI CE_EXTENS| ON pdx = (PDEVI CE_EXTENSI ON) fdo->Devi ceExt ensi on;
PCM PARTI AL_RESOURCE_DESCRI PTCR resour ce = transl| at ed->Parti al Descri ptors;
WCNG nres = transl at ed->Count ;
PHYSI CAL_ADDRESS nenbase; /1 base address of range
for (WONGi =0; i < nres; ++ , +i esource){
switch (resource->Type){
case OnResour ceTypeMenory.
<save nenory info in local variabl es>
br eak;
}
}
<use local variables to configure driver & hardware>
return STATUS SUCCESS;

d NTSTATUS StartDevice(|} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON; ]
PCM PARTI AL_RESOURCE LI ST raw POM PARTI AL_RESOURCE LI ST trans| at ed)

{

typedef struct _DEVI CE_EXTENSI O\
PUCHAR nembase:
ULONG nbyt es;

Setup Msg

PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) fdo->Devi ceExt ensi on
PCM PARTI AL_RESCURCE_DESCRI PTCR r esour ce = transl at ed->Parti al Descri ptors;
ULONG nres = transl at ed->Count ;
PHYSI CAL_ADDRESS nenbase; Il base address of range
for (WLONGi = 0; i < nres; ++, +i#esource) {
switch (resource->Type){

case OnResour ceTypeMenory.

nenbase = resource->u. Menory.Start ;
| pdx- >nbytes = resource->u. Menory. Lengt h;
3| break;

}
<use |l ocal variables to configure driver & hardware>
return STATUS SUCCESS;

‘ NTSTATUS StartDevice(f} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON,
POV PARTI AL_RESOURCE_LT ST raw POV PARTI AL_RESOLRCE LI ST trans at ed)

{

typedef struct _DEVI CE_EXTENSI ON{
PUCHAR membase;
ULONG nhyt es;

Setup Mg

PDEVI CE_EXTENS| ON pdx = (PDEVI CE_EXTENSI ON) fdo->Devi ceExt ensi on
POM PARTI AL_RESOURCE_DESCRI PTCR r esour ce = transl at ed->Parti al Descri ptors;
WONG nres = transl at ed->Count ;
PHYSI CAL_ADDRESS nenbase; /1 base address of range
for (WONGi =0; i <nres; ++, +Hesource){

switch (resource->Type){

pdx- >menbase = (PUCHAR) Mrivapl oSpace( menbase, pdx- >nbytes,
MmonCached) ;

if (!pdx->nenbase)
return STATUS_NO_MEMORY;

}

<use |ocal variables to configure driver & hardware>
return STATUS_SUCCESS;

Release Memory I/0O Resources

Vol

{

i f
p

:

D St opDevi ce(...)

(pdx- >nenbase)
Mrnmapl oSpace( pdx- >nenbase,
dx->menmbase = NULL;

pdx- >nbyt es);
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Handling Device I/O

Servicing

Interrupts
D

NT Interrupt Handing

=y

CPU Interrupt
Peripheral Device Controller Controller

0
2
3

CPU Interrupt
Senvice Table

ISR Address
Spinlock
Dispateh
Gods

Interrupt Object

rop.
LowerIRQL. Roquest DPC

KilnterruptDispatch Driver ISR

The Interrupt Objects
N

=« Each driver of a physical device that
generates interrupts must register an ISR

before starting the device.

= When a driver registers an ISR, the
system creates an interrupt object

The Interrupt Objects
N

=~ An interrupt objectincludes the following
information:
- Processor affinity ?
The set of processors on which interrupts can occur.
The system-assigned interrupt vector.
- The DIRQLassigned to each system interrupt vector.

The address of the InterruptService routine.

- Additional information for internal use by the system.

Registering an ISR
.

typedef struct _CM PARTI AL_RESOURCE_DESCRI PTOR {
UCHAR Type;
UCHAR Shar eDi sposi ti on;
USHORT Fl ags;
uni on {
struct {
ULONG Level;
ULONG Vect or;
ULONG Af finity;
} Interrupt;

}ou
CM_PARTI AL_RESOURCE_DESCRI PTOR
*PCM_PARTI AL_RESOURCE_DESCRI PTOR;

—

Registering an ISR
. |

NTSTATUS | oConnect | nt er r upt(
QUT PKI NTERRUPT * | nterrupt Obj ect,
I N PKSERVI CE_RQUTI NE Servi ceRouti ne,
IN PVO D ServiceContext ,
I'N PKSPI N_LOCK SpinLock OPTI ONAL,
IN ULONG Vector,

INKRQYL Irqgl,
I'N KIRQL Synchronizelrql,
I'N KI NTERRUPT_MODE I nt er r upt Mode,

I N BOOLEAN Shar eVect or,
IN KAFFINI TY Processor Enabl eMask,
| N BOOLEAN Fl oati ngSave

12



Registering an ISR
. |

NTSTATUS | oConnect | nt er r upt(

QUT PKI NTERRUPT * | nterrupt Qbj ect,

I N PKSERVI CE_ROUTI NE Servi ceRouti ne,
IN PVO D ServiceCont ext ,

I'N PKSPI N_LOCK _ Spi nLock  OPTI ONAL,

I'N ULONG \TRUE: the interrupt is handled by the device.
I'N FALSE: the converse.

I nt errupt Servi ce(
struct _KINTERRUPT *Interrupt,
IN PVO D ServiceContext

Registering an ISR
. |

NTSTATUS | oConnect | nt er r upt(
QUT PKI NTERRUPT * | nterrupt Qj ect,
I N PKSERVI CE_RQUTI NE Servi ceRouti ne,
IN PVO D ServiceCont ext ,
I'N PKSPI N_LOCK SpinLock OPTI ONAL,

VTSN

This parameter is required if the ISR handles more than one vecto
the driver has more than one ISR

Otherwise, the driver need not allocate storage for an interrupt spi
and the input pointer is NULL.

Points to an initialized spin lock, for which the driver supplies the storage.

rorif

n lock

)

: . b:
typedef struct _QOV PARTI AL_RESCURCE_DESCR PTCR { typedef struct _CM PARTI AL_RESOURCE_DESCR PTCR {
UCHAR Type; UCHAR Type;
UCHAR Shar eDi sposi tion; UCHAR Shar eDi sposi tion;
USHCRT Flags; USHCRT Flags;
uni on { uni on {
Re S”u_ug\G( Level ; Re‘ S‘[Jtllcj‘\c,{ Level ;
WONG Vect or; WANG Vect or;
WLONG Affinity; — WONG Affinity;
} Imerrupl‘:m v - } Imerrupl‘;m Y -
NTS| L NTS| L
} OV PARTI AL_RESOURCE_DESCR PTCR } QM PARTI AL_RESCURCE_DESCR! PTCR,
*PCM PARTI AL_RESCURCE_DESCR! PTCR e *POM PARTI AL_RESOURCE_DESCRI PTCR e
IN PVO D ServiceCont ext , IN PVO D ServiceCont ext ,
I'N PKSPI N_LOCK Spi nLock  OPTI ONAL, I'N PKSPI N_LOCK SpinLock OPTI ONAL,
I N ULONG Vector, IN ULONG Vector,
INKIRQL Irgl, INKIRQL Irqgl,
I'N KIRQL Synchronizelrql, I'N KIRQL Synchronizelrql,
I' N KI NTERRUPT_MODE I nt er r upt Mode, Lol MTE DD DT L — —
I N BOOLEAN Shar eVect or Specifies the DIRQL at which the I SRwill execute.
IN KAFFI NI TY Processor ’Enabl eMask, If the ISR handles more than one interrupt vectoror the driver has
I N BOOLEAN Fl oat i ngSave more than one ISR this value must be the highestof the Irqgl values
IE passed at u. Interrupt.Level in each interrupt resource.
. Otherwise, the Irgl and Synchronizelrqgl values are identical.
typedef struct _QOW PARTI AL_RESCURCE_DESCR PTCR { typedef struct _CM PARTI AL_RESOURCE _DESCRI PTCR {
UCHAR Type; UCHAR Type;
UCHAR Shar eDi sposi ti on; UCHAR Shar eDi sposi ti on;
USHORT F ags; USHORT F ags;
uni on { union {
Re S”LLUCC)‘\G( Level ; Re S[[f(C:IEG{ Level ;
WONG Vect or; WONG Vect or;
UONG Affinity; WONG Affinity;
} Imerrupl‘;m Y - } Imerrupl‘;m Y -
NTS R NTS| L
} OV PARTI AL_RESOURCE_DESCR! PTCR, } OV PARTI AL_RESQURCE_DESCR PTCR,
*PCM_PARTI AL_RESCURCE_DESCR! PTCR ne *PCM_PARTI AL_RESOURCE_DESCRI PTCR ne
IN PVO D ServiceCont ext , IN PVO D Servi ceCont ext ,
I'N PKSPI N_LOCK SpinLock OPTI ONAL, I'N PKSPI N_LOCK SpinLock OPTI ONAL,
IN ULONG Vector, IN ULONG Vector,
INKIRQL Irgl, INKIRQL Irqgl,
I'N KIRQL _Synchroni zelrgl, |resource->$hareDi sposition == CmResour ceShar eShar ed,
I'N KI NTERRUPT_MODE I nt er r upt Mode, — .
Ln Doy Ean o \oos h Vi
(resource >Fl ags == CM RESOURCE. | NTERRUPT LATCHED) DN BSOSl GG e,

? Latched : Level Sensitive;

|);

IN KAFFINI TY Processor Enabl eMask,
| N BOOLEAN Fl oati ngSave
)i

13



typedef struct _OM PARTI AL_RESOURCE_DESCR PTCR {
UCHAR Type;
UCHAR Shar eDi sposi tion;
USHORT Fl ags;
uni on {
. R ISR
Re( ... egistering an
WONG Vect or;
Has A y: .
R
NTS[ NTSTATUS | oConnect | nt er r upt(
} QM PARTI AL_RESOURCE_DESCRI PTCR QUT PKI NTERRUPT * I nterrupt Obj ect,
POVLPARTI AL_FESOURCE DESCR PTOR ne, I'N PKSERVI CE_ROUTI NE  Servi ceRout i ne,
IN PVO D ServiceCont ext , IN PVO D ServiceCont ext ,
I' N PKSPI N_LOCK Spi nLock OPTI ONAL, I'N PKSPI N_LOCK SpinLock OPTI ONAL,
IN ULONG Vector, IN ULONG Vector,
INKIRQL Irql, INKIRQL Irgl,
IN KIRQL Synchroni zelrqgl, — — -
Specifies whether to save the floating-point stack when the
I' N KI NTERRUPT_MODE I nt er rupt Mode, dfiver's device interrupts.
I'N BOOLEAN Shar eVect or, For X86-based platforms, this value must be set to FALSE.
I N KAFFI NI TY Processor Enabl eMask, TN T T T TN T T T T UT TS SUT T VeSS
I N BOOLEAN Fl oat i ngSave I N BOOLEAN Fl oat i ngSave
)i )i

Setup Interrupt Resources Setup Interrupt Resources
N N

NTSTATUS Start Devi ce (PDEVI CE_CBIECT f do,

t ypedef struct DEVI CE EXTENSI O\I{ POM PARTI AL_RESOURCE_LI ST raw POV PARTI AL_RESQURCE_LI ST trans| at ed)
- - {
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI QN) fdo->Devi ceExt ensi on
POM PARTI AL_RESCURCE_DESCR! PTCR resour ce = transl at ed->Parti al Descri ptors;
WONG nres = transl at ed->Count ;
. <l ocal variable declarations>
PKI NTERRUPT | nterr Upt (1)] ect; for (WONGi = 0; i <nres; ++, +esource){
switch (resource->Type){
;:aée. dm‘eséu‘rc‘eT‘yp‘e\ .n! .en.'u.pl; .....
<save interrupt info in local variables>

} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON; : T

<use | ocal variables to configure driver & hardware>
return STATUS SUCCESS;
}

ULONG vector; /'l interrupt vector ULONG vector; /'l interrupt vector
KIRQL irql; /1 interrupt |evel KIRQL irqgl; /'l interrupt |evel
KI NTERRUPT_MODE node; /1 latching node KI NTERRUPT_MODE node; /'l latching node

processor affinity]
shared interrupt?

KAFFINITY affinity;
BOOLEAN irqgshare;

processor affinity]
shared interrupt?

KAFFINITY affinity;
BOOLEAN irqgshare;

NTSTATUS Start Devi ce (PDEVI CE_CBIECT f do, NTSTATUS Start Devi ce (PDEVI CE_CBIECT f do,
PQM PARTI AL_RESCURCE LI ST raw PCM PARTI AL_RESOURCE LI ST transl at ed) PCM PARTI AL_RESOURCE LI ST raw POM PARTI AL_RESCLRCE LI ST transl at ed)
{ {
PDEVI CE_EXTENSI CN pdx = ( PDEVI CE_EXTENSI Q) fdo->Devi ceExt ensi on PDEVI CE_EXTENSI ON _pdx = (PDEVI CE_EXTENSI ON) fdo->Devi ceExt ensi on,
PCM _PARTI AL_RESOURCE_DESCR PTCR resour ce = transl at ed->Partial Descriptors; irgl = (KIRQL) resource->u.lnterrupt.Level;

UONG nres = transl ated->Count ;
<l ocal variable declarations> vector = resource->u.lnterrupt.Vector;

for (WONGi =0; i <nres; ++, +iresource){ affinity = resource->u.Interrupt. Affinity;
switch (resource->Type){ mode = (resource->Fl ags == CM RESOURCE_| NTERRUPT_LATCHED)
case OnResour ceTypel nterrupt: ? Latched : Level Sensitive
<save interrupt info in local variables> irgshare =
break; resour ce->Shar eDi sposi ti on == CnResour ceShar eShar ed;

.............. br eak;

}

}
<use | ocal variables to configure driver & hardware>
ATUS

}
<use | ocal variables to configure driver & hardware>
return ST, ATUS

return ST/ 5_SUCCESS;




ULONG vect or; /'l interrupt vector
KIRQL irqgl; /1 interrupt |evel

KI NTERRUPT_MODE node; /1 latching node
KAFFINITY affinity; /'l processor affinity]
BOOLEAN irqgshare; /1 shared interrupt?

typedef struct _DEVI CE_EXTENSI ON{

NTSTATUS Start Devi ce ( PDY

POM_PARTI AL_RESOURCE |
PKI NTERRUPT | nterrupt Obj ect ;
PDEVI CE_EXTENS| ON pdx
POV PARTI AL _ RESOURCE

:_g?:l ”:/Easri:b'l ;arése'j':) DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON;

Executes at DIRQL.

Handling Interrupts
. |

for (WONGi =0; i < nres; ++, +iesource) {
switch (resource->Type){

status = | oConnect|nterrupt(&dx->InterruptObject,
( PKSERVI CE_ROUTI NE) Onlnterrupt, (PVOID) pdx, NULL,
vector, irqgl, irqgl, mode, irgshare, affinity, FALSE);

<use |ocal variables to configure driver & hardware>
return STATUS SUCCESS;

BOOLEAN Onl nt er rupt ( PKI NTERRUPT | nt errupt Cbj ect, PVO D Cont ext)
if (<device not interrupting>)
return FALSE;

<handl e interrupt>

return TRUE;

Executes at DIRQL.
Handling Interrupts

Usually, we choose the device extension as
the context while calling loConnectlInterrupt

L ———

Executes at DIRQL.

Does My Device Interrupt?
r

BOOLEAN Onl nt er rupt ( PKI NTERRUPT | nt errupt Obj ect, PVO D Cont ext)

if (<device not interrupting>)
return FALSE;
Leave the ISR as soon as possible |
SiEmEl @ 0 o er e > Otherwise, schedule a DPC

return TRUE;

BOOLEAN Onl nt er rupt ( PKI NTERRUPT | nt errupt Obj ect, PVO D Cont ext)

{
UCHAR devst at us = READ_PORT_UCHAR pdx- >por t base + ?27?);
if ((devstatus & MY_DEV_| NT))

<handl e interrupt>

return TRUE;

Executes at DIRQL.

Synchronizing Operations with the ISR
|

BOOLEAN Onl nt errupt ( PKI NTERRUPT | nt errupt Obj ect, PVO D Cont ext)

if (<device not interrupting>)
return FALSE;
N
ISR may share data and
<handl e interrupt> i

return TRUE;

Callers”’ IRQL ? DIRQL of an
associated interrupt object.

Access Resources Shared with ISR
. |

BOOLEAN KeSynchr oni zeExecut i on(

I N PKI NTERRUPT Interrupt,

I N PKSYNCHRONI ZE_RQOUTI NE  Synchr oni zeRout i ne,
IN PVO D Synchr oni zeCont ext

)i

Synchronizes the execution of a given routine
with that of the ISR associated with the given
interrupt object pointer.
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Callers”’IRQL ? DIRQL of an
p sl oa e oloioos
Specifies acaller-supplied
SynchCritSection to be synchronized
with the execution of the I SR
associated with the interrupt objects.

A pointer to a set of
interrupt objects.

Return true is
succeeded.

BOOLEAN KeSynchr on™\gExecut i on(
I'N PKI NTERRUPT I nterrupt,
I N PKSYNCHRONI ZE_ROUTI NE  Synchr oni zeRout i ne,
IN PVO D Synchroni zeCont ext
)i

BOOLEAN SynchCrit Secti on(
q IN PVO D Synchroni zeCont ext
)s

interrupt object pointer.

Callers”’ IRQL ? DIRQL of an
associated interrupt object.

Access Resources Shared with ISR
¢ ]

BOOLEAN KeSynchr oni zeExecut i on(
I'N PKI NTERRUPT Interrupt,
I N PKSYNCHRONI ZE_ROUTI NE Synchr oni zeRout i ne
IN PYO D Synchroni zeCont ext
)i

= The IRQL is raised to DIRQL specified on call to
loConnectinterrupt.

=« Synchronized with the corresponding ISR by acquiring the
associated interrupt object spin lock

= Syntt;hronizeContext will be passed to the SynchCritSection
routine.

= The SynchCritSectionroutine runs at DIRQL, so it must
execute very quickly.

Example

VO D Startlo(...) —or- DpcForlsr(...)

KeSynchr oni zeExecut i on( pdx- >I nt er r upt Qbj ect,
TransferFirstSection, (PVOD) pdx);
}

BOOLEAN TransferFirstSection(PVO D cont ext)

{
PDEVI CE_EXTENSI ON pdx = (PDEVI CE_EXTENSI ON) cont ext ;
<initialize device for new operation> 'E‘E*
return TRUE; L

}

Callers”’IRQL ? DIRQL of an
associated interrupt object.

Acquire/Release Interrupt Spin Locks
C——

NTKERNELAPI Kl RQL KeAcqui r el nt errupt Spi nLock (
I'N PKI NTERRUPT | nterrupt

IE

Acquires the spin lock associated with an interrupt object.

NTKERNELAPI VO D KeRel easel nt errupt Spi nLock (
I'N PKI NTERRUPT I nterrupt,
IN KIRQL ddlrgl

Releasesan interrupt spin lock acquired by KeAcquirelInterruptSpinLock.

Example

VO D Startlo(...) —or- DpcForlsr(...)
{
KIRQL oldirgl =
KeAcqui r el nt er r upt Spi nLock (pdx->I nt er rupt Cbj ect) ; l..'
<initialize device for new operation> &%

KeRel easel nt err upt Spi nLock (pdx->Interrupt Gbject, oldirql);

Executes at DIRQL.

Defer Procedure Calls
I

BOOLEAN Onl nt er rupt ( PKI NTERRUPT | nt er rupt Obj ect, PVO D Cont ext)

if (<device not interrupting>)
return FALSE;

Perform necessary operations, e.g., read the hardware status register.
Determine whether the IRQ completes the current task of the device.

return TRUE;
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Types of DPC Objects
. |

« DpcForlsr
- The system supplies one DPC object for each device
object.
- lolnitializeDpcRequest
- loRequestDpc
= CustomDpc
- Adriver can create additional DPC objects if more than
one DPC is needed.
- KelnitializeDpc
- KelnsertQueueDpc
= Timer Dpc
- KelnitializeTimer
- KeSetTimer

DPC Scheduling

DIRQL~[= = = o= € = = = = = = =
DIRQL,_|

DIRQL, =

DISPATCH_LEVEL|= =[= = = = = = = = = = = — -——-—
DPC =

Interrupt |

PASSIVE_LEVEE
\ -—

DPC Scheduling

DIRQL,=
DIRQL,_
DIRQL, =
DISPATCH_LEVEL=
DPC
Interrupt

PASSIVE_LEVEL ‘

Registering and Queuing a DpcForlsr

NTSTATUS AddDevice(...) or Handl eStartDevice(...)
{

lolnitializeDpcRequest(fdo, DpcForlsr);

}

VOl D DpcFor | sr(
IN PKDPC Dpc,
IN struct _DEVI CE_OBJECT *DeviceObject,
IN struct _IRP *lrp,
IN PVO D Cont ext

DE

Registering and Queuing a DpcForlsr

NTSTATUS AddDevice(...) or Handl eStartDevice(...)
{

lolnitializeDpcRequest (fdo, DpcForlsr);

) .

BOOLEAN Oninterrupt (...)
{

i oi?e-qu-es-l Dpc( p.dx.— >.De.\/| .CEIGJ.] e.ct, NULL, (PVA D) pdx);

}

Registering and Queuing a CustomDpc

VO D KelnitializeDpc(
I'N PRKDPC Dpc,
I'N PKDEFERRED_ROUTI NE Def err edRout i ne,
IN PvO D DeferredContext

)

VO D (* PKDEFERRED ROUTI NE) (
I N PKDPC Dpc,
I N PVO D Def erredCont ext ,
I'N PVO D SystenmArgunent 1,
I N PVO D SystemAr gunent 2

)
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Registering and Queuing a CustomDpc

BOOLEAN Kel nsert QueueDpc(
I'N PRKDPC Dpc,

IN PVO D SystemArgument 2

IN PVYOD SystenmArgunent1, Call this before ending an ISR.

VO D (* PKDEFERRED_ROUTI NE) (
I'N PKDPC Dpc,

I'N PVO D Syst emAr gunent 2

I'N PVO D Def erredCont ext ,
IN PVO D SystemArgunent 1,

Guideline for Writing DPCs
I

« Synchronizing accessing share data.
=~ Running at IRQL DISPATCH_LEVEL

- Support routines are restricted, e.g., don’t access
pageable memory.

= Typically responsible for starting the next 1/0
operation on the device.

=~ How to deal with a device that uses DMA?

= How to deal with Overlapped 1/0 Operations?
- Thatis, multiple instances of DPC.
- E.g., full-duplex serial port.

Handling Device I/O

DMA

What is DMA?
. ]

=« Direct memory access (DMA) devices

- Directly access (read from and write to) CPU
memory, without CPU intervention.

= Non-DMA devices (P10)
- Cannot directly access CPU memory.

DMA Transfer
. ]

Physical
Memory

Device
Memory

Setup
Transfer
addresses

DMA
Controller

DMA Transfer
I

Physical
Memory

Device
Memory

Start
Transfer

DMA
Controller
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DMA Transfer

Physical
Memory

CPU

Device
Memory

DMA
Controller

Address

DMA Transfer

Physical
Memory

Device
Memory

DMA
Controller

DMA Controller Used

|
= System (Slave) DMA
- Such devices are calledslave devices and are said to
"use system (or slave) DMA.“
- Associated with the ISA bus
- Relative slower than Bus-Master DMA (even slower than
P10O)

= Bus-Master DMA
- Such devices arbitratewith the system for use of the
1/0 bus, and thus use bus-master DMA.

Capacities & Limitations
.

= Most DMA devices require contiguous
physical memory
- both for system & bus-master DMAs.
« The access range of memory
- System DMA: the first 16M
- Bus-Master DMA: the full range
=« Scatter/Gather capability

- Scattersincoming data to a collection of
physically disjoint memory blocks.

- Gathers outgoing data from a similar collection.

Scatter/Gather
. ]

DMA
Controller
——
Map Bus address
Physical address Registers space

space

Scatter/Gather
I

DMA
Controller

Map Bus address
Physical address Registers space
space
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Scatter/Gather
. |

DMA
Controller

Map Bus address
Physical address Registers space

Abstract Computer Model for
DMA Transfers

= Not all hardware (platforms)

= Adapter objects allow us to do so.

Adapter
Objects

——

Map Bus address
Physical address Registers space
space

support scatter/gather mechanism.

Abstract Computer Model for
DMA Transfers

= Not all hardware (platforms)
support scatter/gather mechanism.
= Adapter objects allow us to do so.

Adapter
Objects

Does using scatter/gather mechanism
always good if the hardware doesn’t

support this capability?

Transfer Strategies

G
= Packet-Based DMA

- Transfer a discrete amount of data by using
the data buffer that accompanies an IRP.

= Scatter/Gather DMA
- Support Packet-Based DMA
= Common-Buffer DMA

- DMA transfer is taking placed in a common
buffer.

Adapter Objects

= Any driver that uses direct 1/0 and DMA
must create an adapter object.
- Call loGetDmaAdapter while processing the
IRP_MN_STARTDEVICE minor code for the
Pnp TRP

= The adapter object represents either a
DMA controller channel or port, or a bus-
master device.

Adapter Objects

G
= On any Windows platform, the set of
adapter objects usually includes an
adapter object for:

- Each system DMA controller channel or port
to which a slave device is attached.

- Each bus-master DMA device in the machine.
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Get DMA Adapter

PDVA_ADAPTER | oGet DmaAdapt er (
I N PDEVI CE_OBJECT Physi cal Devi ceObj ect,
I N PDEVI CE_DESCRI PTI ON Devi ceDescri pti on,
IN OQUT PULONG Nunber Of MapRegi sters
)i

Get DMA Adapter

Pointer to the physical device object for the
device requesting the DMA adapter structure.

Pointer to aDEVICE_DESCRIPTION structure,
which describes the attributes of the physical
device (to be detailed).

T PoEvT \Lf\mcw‘ cenj ect,

I N PDEVI CE_DESCRI PTI ON " Devi ceDescri pti on,

IN OQUT PULONG Nunmber OFf MapRegi sters
)i

\
Pointer to, on output, the maximumnumber of
map registers that the driver can allocate for
any DMA transfer operation.

Get DMA Adapter
|

PDVA_ADAPTER | oGet DnaAdapt er (

I'N | CE_OBJECT Physi cal Devi ceQj ect,
I'N DESCRI PTI ON Devi ceDescri ption,
I'N Nunber Of MapRegi sters

Returns a pointer to a DMA_ADAPTER structure, which
contains pointers to functions that support systemdefined
DMA operations(to be detailed).

If the structure cannotbe allocated, the routine returns

DEVICE_DESCRIPTION
-[ypedef struct _DEVI CE_DESCRI PTI ON { _

ULONG Versi on;
BOOLEAN Master;
BOOLEAN Scat t er Gat her;
BOOLEAN DemandMbde ; 0
BOOLEAN Autolnitialize;

BOOLEAN Dma32Bi t Addr esses;

BOOLEAN | gnor eCount ;
BOOLEAN Reservedl;

BOOLEAN Dma64Bi t Addr esses;
ULONG BusNunber ;

ULONG DnaChannel ;
| NTERFACE_TYPE I nterfaceType;
DVA_W DTH DmaW dth;
DMA_SPEED DmaSpeed;
ULONG Maxi muniengt h;
ULONG DnaPort;
} DEVI CE_DESCRI PTI ON *PDEVI CE_DESCRI PTI ON;

NULL.
d Name Device typedef struct _DEVI CE_EXTENSI ON {

ersion Version number of structure- initialize to All oo o .

DEVICE_DESCRIPTION_VERSION PDMA_ADAPTER Adapt er Obj ect;
Master Bus-master device All I ULONG nMaxMapRegi st ers;
ScatterGather Device supports scatter/gather list All EX al I l p e } DEVI CE_EXTENSI ON, * PDEVI CE_EXTENSI ON:
De Use system DMA controllers demand mode Slave

‘ Autolnitialize Use system DMA controller autoinitialize mode Slave ——
Dma32BitAddresses | Can use 32-bit physical addresses All = Suppose that the device is a
IgnoreCount Controller doesnt maintain an accurate transfer count Slave NTSTATUS St art Devi ce(..) PCI bus master but doesn ’t H
{ have scatter/gather capability.

Reservedl FALSE
Dma64BitAddresses | Can use 64 -bit physical addresses All DEVI CE DESCRI PTI ON dd:
DoNotUse2 0 Rt| Zer oMenory(&dd, sizeof (dd));
DmaChannel DMA channel nymber—initialize from Channel attribute of Slave dd. Versi on = DEVI CE_DESCRI PTI ON_VERSI ON

resource descriptor dd. Mast er = TRUE:
InterfaceType Bus type- initialize to InterfaceType Undefined All dd.InterfaceType I nterfaceTypeUndefined;

Width of transfers- set based on your knowledge of device dd. Maxi nuniengt h = MAXTRANSFER
DmaWidth i . i v i v Slave

to Width8Bits, Width16Bits, or Width32Bits dd. DTa32Bi t Addr esses = TRUE

Speed of transfers- set based on your knowledge of device
DmaSpeed - Slave

to Compatible, TypeA, TypeB, TypeC, or Ty

T £ 7 athypf y:)e : ypi tyseF = pdx->Adapt er Obj ect = | 0Get DmaAdapt er( pdx- >Pdo, &dd,

" aximum length of a single transfer— set based on your K

E e of device (round up to a multiple of PAGE_SIZE) -~ &pdx - >nMaxMapRegi sters);
DmaPort Micr_ochannel ~type bus port number - -initialize from Port Slave ) o T

attribute of resource descriptor
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DMA_ADAPTER

—
(| PDMA_ADAPTER DoGet DmaAdapt er (

I N PDEVI CE_OBJECT Physi cal Devi ceObj ect,

typedef struct _DVA_ADAPTER {
USHORT Ver si on;
USHORT Si ze;
PDVA_OPERATI ONS DnmaOper at i ons;
/1 Private Bus Device Driver data follows,
} DVA_ADAPTER, * PDVA_ADAPTER;

DMA Operations
G

typedef struct _DVA_CPERATI ONS {
ULONG  Si zg
PPUT_DVA_ADAPTER Put DmaAdapt er ;
PALLOCATE_COMMON_BUFFER Al | ocat eCommonBuf f er;
PFREE_COMMON BUFFER  Fr eeCommonBuf f er;
PALLOCATE_ADAPTER CHANNEL Al | ocat eAdapt er Channel ;
PFLUSH_ADAPTER BUFFERS Fl ushAdapt er Buf f ers;
PFREE_ADAPTER CHANNEL  Fr eeAdapt er Channel ;
PFREE_MAP_REQ STERS FreeMapRegi sters;
PMAP_TRANSFER  NapTransf er ;
PGET_DVA ALI G\VENT  Get DiaAl i gnment;
PREAD DVA GOUNTER ReadDnaCount er ;
PGET_SCATTER GATHER LI ST Get Scatter Gat her Li st
PPUT_SCATTER GATHER LI ST Put Scat t er Gat her Li st ;

Il version 2 operations

PCALCULATE_SCATTER GATHER LI ST_SIZE Cal cul at eScat t er Gat her Li st ;

PBU LD _SCATTER GATHER LI ST Bui | dScat t er Gat her Li st ;

PBU LD_MDL_FROM SCATTER GATHER LI ST  Bui | dMil FronBcat t er Gat her Li st ;
} DMVA CPERATI ONS, *PDVA CPERATI ONS

DMA Operations
G

DmaOperations
Function Pointer Description

Put DaAdapt er Destroys adapter object

Al ocat eCommonBuf f er Allocates a common buffer

Fr eeCommonBuf f er Releases a common buffer

Al ocat eAdapt er Channel | Reserves adapter and map registers

Fl ushAdapt er Buf f er s Flushes intermediate data buffers after transfer
FreeAdapt er Channel Releases adapter object and map registers
FreeMapRegi sters Releases map registers only

MapTr ansf er Programs one stage of a transfer

Get DaAl i gnnent
ReadDmaCount er Determines residual count

Get Scat t er Gat her Li st Reserves adapter and constructs scatter/gather list
Put Scat t er Gat her Li st Releases scatter/gather list

Gets address alignment required for adapter

Example
C—

NTSTATUS St ar t Devi ce( ..) |

VO D StopDevice(...)

if (pdx->AdapterObject)
(*pdx- >Adapt er Obj ect - >DmaOper at i ons- >Put DmaAdapt er)
( pdx - >Adapt er Obj ect );
pdx->Adapt er Obj ect = NULL;

}

pdx->Adapt er Obj ect = | oGet DnaAdapt er( pdx- >Pdo, &dd,
&pdx - >nMaxMapRegi sters);

Packet-Based DMA
. ]

= Using the method indicates that the device will
use direct method to transfer data
- Thatis, theDO_DIRECT_I10Oflag is set.

= Performing DMA transfer in the Startlo routine,
and DpcForlsr, if necessary.

= The DMA controller could be system DMA or
bus-master DMA

Using Packet-Based DMA Transfer

AdapterControl

Initialize XTer
of the first block

MapTransfer

XTer completed

Initialize XTer
of the next block,

Nomore block

FreeAdapterChannel
or FreeMapRegisters
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Example
c ]

typedef struct _DEVI CE_EXTENSI ON {
PDMA_ADAPTER Adapt er Cbj ect ; // device's adapter object
ULONG nMaxMapRegi sters; /Il max # map registers
ULONG nMapRegi stersAl | ocated; // # allocated for this xfer
PVOI D regbase; Il map register base for this stage
PVOl D vaddr ; /'l virtual address for current stage
ULONG nunxfer; Il # bytes transferred so far

ULONG nbyt es; /1l # bytes remmining to transfer

} DEVI CE_EXTENSI ON, * PDEVI CE EXTENSI CN

ULONG xfer; Il # bytes to transfer during this stage]

Startlo

VO D Start ! o PDEVI CE_CBIECT fdo, PIRP I1p)
d(

nitialize the state variables for DMA X Terin the device extension.

Prepare the DMA XTer for the first block of data.
(May be we need more than one XTer)

Allocate channel to start the X Ter for the first block.

Startlo

dVGDQartIG(P\IVlcEicB\JECT fdo, PIRP Irp)
{

PMDL mdl = Irp- >Mil Address;

pdx- >nunxfer = O;

pdx- >xfer = pdx->nbytes = MiGet Mil Byt eCount(nul );
pdx- >vaddr = MrGet Mil Vi rt ual Addr ess(ndl );

Prepare the DMA XTer for the first block of data.
(May be we need more than one XTer)

Allocate channel to start the X Ter for the first block.

Startlo

dVOD&arIID(PtE\/IcEicB]ECT fdo, PIRP Irp)
{

PMDL ndl = Irp- >Mil Address;

pdx- >nunxfer = 0;

pdx- >xfer = pdx->nbytes = MrGet Mil Byt eCount(ndl );
pdx- >vaddr = MvGet Mil Vi rt ual Addr ess(nul );

ULONG nregs = ADDRESS AND S| ZE_TO_SPAN_PAGES( pdx->vaddr , pdx->nbytes);
if (nregs > pdx->nMaxNMapRegi sters) {

nregs = pdx->nMaxMapRegi sters;

pdx->xfer = nregs * PAGE Sl ZE - MGet Mil Byt e f set (mdl);

}
pdx- >nMapRegi st er sAl | ocat ed = nr egs;

Allocate channel to start the X Ter for the first block.

Startlo

dvuoaamo(mcgmmcr fdo, PR Irp)
{

PMDL mdl = Irp- >Mil Address;

pdx- >nunxfer = 0;

pdx- >xfer = pdx->nbytes = MrGet Mil Byt eCount(nul );
pdx- >vaddr = MrGet Mil Vi r t ual Addr ess(ndl );

ULONG nregs = ADDRESS AND S| ZE TO SPAN PAGES( pdx->vaddr , pdx->nbytes);
if (nregs > pdx->nMaxMapRegi st ers) {

nregs = pdx->nhaxMapRegi sters;

pdx->xfer =nregs * PAGE_SIZE - MGet Mil ByteCf f set (nl);

}
pdx- >nMapRegi st er sAl | ocat ed = nr egs;

NTSTATUS status = (* pdx->Adapt er Cbj ect - >DmaCper at i ons
->Al | ocat eAdapt er Channel ) (pdx - >Adapt er Cbj ect, fdo, nregs,
(PDRI VER_CONTRCL) Adapt er Control , B
if (!NT_SUCCESS(status)){
npl et eRequest (I rp, status, 0);
Startl\extPackel(&pdx >Queue, fdo);
}
}

Allocate DMA Channel
N

typedef struct _DVA COPERATI ONS {
UONG Sizg
PPUT_DVA ADAPTER Put DnaAdapt er ;
PALLOCATE_COMMOIN BUFFER Al | ocat eConmonBuf f er;
PFREE_COWON BUFFER Fr eeCommonBuf f er;
PALLOCATE_ADAPTER CHANNEL Al | ocat eAdapt er Channel ;
PFLUSH_ADAPTER BUFFERS  Fl ushAdapt er Buf f er s;
PFREE_ADAPTER CHANNEL  Fr eeAdapt er Channel ;
PFREE_MAP_REG STERS FreeMapRegi sters;
PMAP_TRANSFER MapTransfer ;
PGET_DVA_ALI G\MENT  Get DnaAl i gnnent;
PREAD DVMA OOUNTER  ReadDnaCount er ;
PGET_SCATTER GATHER LI ST Get Scat t er Gat her Li st ;
PPUT_SCATTER GATHER LI ST Put Scat t er Gat her Li st ;

Il version 2 operations

PCALOULATE_SCATTER GATHER LI ST_SIZE Cal cul at eScat terGatherlList ;

PBU LD SCATTER GATHER LI ST Bui | dScatt er Gat her Li st ;

PBU LD_MDL_FRCM SCATTER GATHER LI ST  Bui | dMil FrorrSCallerG’it herLi st ;
} DVA CPERATI ONS, *PDMVA CPERATI ONS
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Allocate DMA Channel
G

NTSTATUS Al | ocat eAdapt er Channel (
I N PDVA_ADAPTER DraAdapt er ,
I N PDEVI CE_CBJECT Devi cebj ect,
IN ULONG Nunber O MapRegi st ers,
I N PDRI VER_CONTROL Execut i onRout i ne,
IN PvO D Context

Adapter Control Routine

NTSTATUS Al | ocat eAdapt er Channel (
I N PDVA_ADAPTER DmaAdapt er ,
I N PDEVI CE_OBJECT Devi ce(hj ect,
IN ULONG Nunber O MapRegi sters,
I'N PDRI VER_CONTROL Executi onRout i ne,
IN PVO D Context

) | O_ALLOCATI ON_ACTI ON Adapt er Cont r ol (
I N PDEVI CE_OBJECT DeviceOhj ect,
INPIRP Irp,

IN PVO D MapRegi st er Base,
IN PVO D Context

)

Adapter Control Routine
N

typedef enum _| O ALLOCATI ON_ACTI ON {

KeepCbj ect = 1, “

Deal | ocat eObj ect ,
Deal | ocat eCbj ect KeepRegi sters
} | O_ALLOCATI ON_ACTI ON, *Pl O ALLOCATI ON_ACTI ON;
| O_ALLOCATI ON_ACTI ON_Adapt er Cont r ol (
1 CT Devi cebj ect,
INPIRP Irp,

IN PVO D MapRegi sterBase,
IN PVO D Context

Example

| O_ALLOCATI ON_ACTI ON Adapt er Cont r ol ( PDEVI CE_OBJECT f do,
PIRP junk, PVO D reghase, PDEVI CE_EXTENSI ON pdx)
{

Get the necessary parameters of this IRP.

| Flush the X*fer buffer due to cashing. |

Map transfer registers.

Use WRITE_Xxx HAL routines to begin data.

Return action required after this X Ter.

}

Example

| O_ALLOCATI ON_ACTI ON Adapt er Cont r ol ( PDEVI CE_OBJECT f do,
PIRP junk, PVO D regbase, PDEVI CE_EXTENSI ON pdx)

i
PIRP Irp Get Current|rp(&dx->Queue);
PMVDL ndl Irp->Mil Addr ess ;
Pl O_STACK_LOCATI ON stack = | oGetCurrent!rpStackLocation(lrp);
BOOLEAN isread = stack->Major Function == | RRP_MI_READ;

Flush the X*fer buffer due to cashing. |

Map transfer registers.

Use WRITE_Xxx HAL tines to begin transferring data.
Return action required after this X Ter.

}

Example

| O_ALLOCATI ON_ACTI ON Adapt er Cont r ol ( PDEVI CE_OBJECT f do,
PIRP junk, PVO D regbase, PDEVI CE_EXTENSI ON pdx)

i
PIRP Irp Get Current | rp(&dx->Queue);
PMVDL  ndl Irp->Mll Address;
Pl O_STACK_LOCATI ON stack = | oGet CurrentlrpStackLocation(lrp);
BOOLEAN isread = stack->Maj or Function == | RP_MJ_READ;

KeFl ushl oBuf fers( mdl , isread, TRUE);

Map transfer registers.

Use WRITE_Xxx HAL routines to begin transferring data.
Return action required after this X Ter.

}
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Example

Example

| O_ALLOCATI ON_ACTI ON Adapt er Cont r ol (PDEVI CE_OBJECT f do,
PIRP junk, PVO D regbase, PDEVI CE_EXTENSI ON pdx)

i
PIRP Irp Get Current | rp(&dx->Queue);
PMDL ndl I rp->Mil Addr ess ;
Pl O_STACK_LOCATI ON stack = loGetCurrentl|rpStackLocation(lrp);
BOOLEAN isread = stack- >Maj or Function == | RP_MI_READ;

KeFl ushl oBuf fers( ndl , isread, TRUE);

pdx->regbase = regbase;

PHYSI CAL_ADDRESS addr ess =
(*pdx- >Adapt er Obj ect - >DmaQper at i ons- >MapTr ansf er)
(pdx->Adapt er Obj ect, ndl , regbase, pdx->vaddr, pdx->xfer,
lisread);

Use WRITE_Xxx HA

nes to begin transferring d

Return action required after this X Ter.

i

| O_ALLOCATI ON_ACTI ON Adapt er Cont r ol ( PDEVI CE_OBJECT f do,
PIRP junk, PVO D regbase, PDEVI CE_EXTENSI ON pdx)
\

PIRP Irp Get Current | rp(&dx->Queue);

PMVDL  ndl Irp->Mll Address;

Pl O_STACK_LOCATI ON stack = | oGetCurrent!|rpStackLocation(lrp);
BOOLEAN isread = stack- >Maj or Function == | RP_M_READ;

KeFl ushl oBuf f ers( ndl , isread, TRUE);

pdx->regbase = regbase;

PHYSI| CAL_ADDRESS addr ess =
(*pdx- >Adapt er Obj ect - >DmaQper at i ons- >MapTr ansf er)
(pdx->Adapt er Obj ect, ndl , regbase, pdx->vaddr, pdx->xfer,
lisread);

Use WRITE_Xxx HAL routines to begin

return Deal | ocat eObj ect KeepRegi sters;

Example

| O_ALLOCATI ON_ACTI ON Adapt er Cont r ol ( PDEVI CE_OBJECT f do,
PIRP junk, PVO D regbhase, PDEVI CE_EXTENSI ON pdx)

{
PIRP Irp Get Current | rp(&pdx->Queue);
PMVDL ndl I rp->Mil Addr ess ;
Pl O_STACK_LOCATI ON stack = | oGet Current!rpStackLocation(lrp);
BOOLEAN isread = stack->Maj or Function == | RP_M_READ;

KeFl ushl oBuf fers(nmdl , isread, TRUE);

pdx->regbase = regbase;

PHYSI CAL_ADDRESS address =
(*pdx- >Adapt er Obj ect - >DnmaOper at i ons- >MapTr ansf er)
(pdx->Adapt er Obj ect, ndl , regbase, pdx->vaddr, pdx->xfer,
lisread);

Use WRITE_Xxx HAL

nes to begin transferring d

return Deal | ocat eObj ect KeepRegi st ers;

Map & Transfer

typedef struct _DVA CPERATI ONS {
WONG Si ze
PPUT_DVA_ADAPTER Put DnaAdapt er ;
PALLOCATE_COMMON_BUFFER Al | ocat eCommonBuf f er;
PFREE_COMMON_BUFFER  Fr eeCommonBuf f er;
PALLOCATE_ADAPTER CHANNEL Al | ocat eAdapt er Channel ;
PFLUSH ADAPTER BUFFERS Fl ushAdapt er Buf f ers;
PFREE_ADAPTER CHANNEL  Fr eeAdapt er Channel ;
PFREE_MAP_REQ STERS FreeMapRegi sters;
PVMAP_TRANSFER  MapTransfer ;
PGET_DVA_ALI GNMENT  Get DmaAl i gnnent;
PREAD DMA_OOUNTER  ReadDnaCount er ;
PGET_SCATTER GATHER LI ST Get Scat t er Gat her Li st ;
PPUT_SCATTER GATHER LI ST Put Scat t er Gat her Li st ;

/1 version 2 operations

PCALOULATE_SCATTER GATHER LI ST_SI ZE Cal cul at eScat t er Gat her Li st ;

PBU LD_SCATTER GATHER LI ST Bui | dScat t er Gat her Li st ;

PBU LD_MDL_FROM SCATTER GATHER LI ST Bui | dMil FronScat t er Gat her Li st ;
} DVA CPERATI ONS, *PDVA CPERATI ONS

Map & Transfer
|

PHYSI CAL_ADDRESS MapTr ansf er (
I N PDVA_ADAPTER DmmAdapter,
IN PMDL Ml ,
IN PVO D MapRegi st er Base,
IN PVO D CurrentVa,
IN QUT PULONG Length,
IN BOOLEAN WiteToDevice

The Defer Procedure Call
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VA D DpcFor | st (PKDPC Dpc, PDEVI CE_OBJECT fdo, PIRP junk, PDEVI CE_EXTENSI ON pax) VO D DpcFor | st (PKDPC Dpc, PDEVI CE_CBJECT fdo, PIRP junk, PDEVI CE_EXTENSI ON pax)
{ {
PIRP Irp = GetCurrent!rp( &dx->dgReadWite);
PMDL mdl = Irp- >Mil Address;
H X BOCLEAN i sread = loGet Qurrent|rpStackLocation(lrp)->MjorFunction == | RP_M_READ,
Update the state on the COmpIethn Of the IaSt (* pdx->Adapt er Cbj ect ->Dmaper at i ons- >Fl ushAdapt er Buf f er s)
DMA leer (pdx- >Adaplerd)] ect, mdl, pdx->regbase pdx->vaddr, pdx->xfer, !isread);
" pdx- >nbytes - pdx >xfer; pdx >nunxfer += pdx- >xfer ;
NTSTATUS status = STATUS SUCCESS;
f(pdx- >nbytes & NT_SUCCESS(status)){ // more transfer required i f(pdx- >nbytes & NT_SUCCESS(status)){ // more transfer required
Prepare & start the next DMA X*fer. Prepare & start the next DMA X’fer.
el se{ el se{
Complete this IRP. Complete this IRP.
} }
} }
VA D DpcFor | sr (PKOPC Dpc, PDEVI CE_CBJECT fdo, PIRP junk, PDEVI CE_EXTENSI ON pdx) VA D DpcFor | sr (PKOPC Dpc, PDEVI CE_OBJECT fdo, PIRP junk, PDEVI CE_EXTENSI ON pdx)
{ {
PIRP Irp= GetCQurrent|rp(&dx->dgReadWite); PIRP Irp= GetCQurrentlrp(&dx->dgReadWite);
PMDL mdl = Irp- >Mil Address; PMDL mdl = Irp- >Mil Address;
BOOLEAN i sread = |oGet Qurrent|rpStackLocation(lrp)->MajorFunction == | RP_M_READ, BOOLEAN i sread = |oGetQurrent!rpStackLocation(lrp)->MjorFunction == | RP_M_READ,
(* pdx->Adapt er (bj ect ->Dmaper at i ons- >FI ushAdapt er Buf f er s) (* pdx->Adapt er Cbj ect - >Dnmaper at i ons- >FI ushAdapt er Buf f er s)
(pdx- >Adapt er bj ect, mdl, pdx->regbase pdx->vaddr, pdx->xfer, !isread; (pdx- >Adapt er Qoj ect, ndl, pdx->regbase, pdx->vaddr, pdx->xfer, lisread);
pdx- >nbytes -= pdx->xfer; pdx- >nunxfer += pdx- >xfer ; pdx- >nbytes -= pdx >xfer; pdx- >nunxfer += pdx- >xfer ;
NTSTATUS status = STATUS_SUCCESS; NTSTATUS status = STATUS_SUCCESS;
if‘(pﬂxi >nbyl es & NT_SLXIE .SS(. stat u.s)j( /1 nore transfer r equired if(pdx- >nbyl es & NT_SLKX:ESS( stat u‘s)i(. /1 more transfer r equi red
pdx->vaddr = (PVQ D ((PUCHAR pdx->vaddr + pdx- >xfer); pdx->vaddr = (PMOD) ((PUCHAR pdx->vaddr + pdx- >xfer);
pdx->xfer = pdx- >nbyt es; pdx->xfer = pdx- >nbyt es;
ULONG nregs = ADDRESS / AI\D Sl ZE TO SPAN_PAGES( pdx ->vaddr, pdx- >nbytes) ; ULONG nregs = ADDRESS AND S| ZE TO SPAN PAGES(pdx ->vaddr, pdx- >nbyt es) ;
i f(nregs > pdx->nMapRegi st er sAl | ocat ed){ if(nregs > pdx->nMapRegi st er sAl | ocat ed){
nregs = pdx->nMapRegi stersAl | ocated; nregs = pdx->nVapRegi stersAl | ocated;
pdx->xfer = nregs * PAGE_SI ZE; pdx->xfer = nregs * PAGE_SI ZE;
} }
PHYSI CAL_ADDRESS address = (* pdx->Adapt er Cbj ect - >DmaCper at i ons->NapTr ansf er ) PHYSI CAL_ADDRESS addr ess = (* pdx->Adapt er Cbj ect - >DmaCper at i ons->NMapTr ansf er )
( pdx->Adapt er Cbj ect, midl, pdx- > egbase, pdx- >vaddr, pdx->xfer, !isread); ( pdx->Adapt er Cbj ect , mﬂ pdx- > egbase, pdx- >vaddr, pdx->xfer, !isread);
<Use WRI TE_Xxx HAL routines to begin transferring data> <Use WRI TE_Xxx HAL routines to begin transferring data>
} }
el se{ el sef
ULONG nunxfer = pdx->nunxfer;
(* pdx - >Adapt er Obj ect - >DmaCper at i ons- >Fr eeMapRegi sters)
H ( pdx->Adapt er Obj ect, pdx- > egbase, pdx->nMapRegi stersAl | ocated);
CompIEte thls IRP St ar t Next Packet ( &dx- >Queue, fdo);
Conpl et eRequest (I rp, status, nunxfer);
} }
} }

VO D DpcFor | st (PKDPC Dpc, PDEVI CE_OBJECT fdo, PIRP junk, PDEVI CE EXTENSI ON pdx)

s FlushAdapterBuffers &

BOCLEAN i sread = | oGet Qurrent | rpStackLocat i on(lrp) ->Maj or Function == | RP_M_READ, )
(* pdx->Adapt er (bj ect ->DmaCper at i ons- >FI ushAdapt er Buf f er s)
(pdx- >Adapt er Cbj ect, nul, pdx->regbase, pdx->vaddr, pdx->xfer, !isread); FreeMap Reg ISterS

pdx- >nbytes -= pdx->xfer; pdx- >nunxfer += pdx- >xfer ;

NSt ot S s .

if(pdx- >nbytes && NT_SUCCESS(status)){ // nore transfer required typedef struct _DVA COPERATI ONS {

pdx->vaddr = (PVQ D ((PUCHAR pdx->vaddr + pdx- >xfer); UONG Size

pdx->xf er = pdx- >nbyt es: PPUT_DVA ADAPTER Put DnaAdapt er ;

ULONG nregs = ADDRESS AND S| ZE TO SPAN _PAGES( pdx - >vaddr, pdx- >nbyt es) ; PALLOCATE_COMMON_BUFFER Al | ocat eCommonBuf f er;

if(nregs > pdx->nMapRegi st er sAl | ocat ed){ PFREE_OOMMON BUFFER  Fr eeCommonBuf f er;
nregs pdx >nMapRegi st er sAl | ocat ed ; PALLOCATE_ADAPTER CHANNEL Al | ocat eAdapt er Channel ;
pax - >xi er = nregs * PAGE_SI ZE, PFLUSH_ADAPTER BUFFERS Fl ushAdapt er Buf f er s;

} PFREE_ADAPTER CHANNEL  Fr eeAdapt er Channel ;

PHYSI CAL_ADDRESS addr ess = (* pdx->Adapt er Cbj ect - >DmaCper at i ons->MapTr ansfer ) PFREE_MAP_REQ STERS Fr eeMapRegi sters;

( pdx->Adapt er Oj ect, ndl, pdx- >regbase, pdx->vaddr, pdx->xfer, !isread); PMAP_TRANSFER  MapTr ansf er ;
PGET_DVA_ALI G\MENT  Get DnaAl i gnnent;

} PREAD DVMA OOUNTER  ReadDnaCount er ;
el se{ PGET_SCATTER GATHER LI ST Get Scat t er Gat her Li st ;
ULONG nunxfer = pdx->nunxfer; PPUT_SCATTER GATHER LI ST Put Scat t er Gat her Li st ;
(* pdx - >Adapt er Cbj ect - >DmaCper at i ons->Fr eeMapRegi sters)
pdx ->Adapt er Chj ect, pdx- > egbase, pdx->nMapRegi stersAllocated); /1 version 2 operations
St art Next Packet ( &dx- >Queue, fdo); PCALOULATE_SCATTER GATHER LI ST_SI ZE  Cal cul at eScatter Gat herLi st ;
Conpl et eRequest (I rp, status, nunxfer); PBU LD_SCATTER GATHER LI ST Bui | dScat t er Gat her Li st

PBU LD_MDL_FROM SCATTER GATHER LI ST Bui | dMil FronBcat t er Gat her Li st ;
} } DVA CPERATI ONS, * PDVA_GPERATI ONS




FlushAdapterBuffers &
FreeMapRegisters
-

BOOLEAN Fl ushAdapt er Buf f er s(
| N PDVA_ADAPTER DmaAdapt er,
IN PMDL Ml ,
IN PVO D MapRegi st er Base,
IN PVOD CurrentVa,
I'N ULONG Length,
I N BOOLEAN Wi teToDevice

VOl D FreeMapRegi st er s(
I'N PDVA_ADAPTER DreAdapt er,
PVO D MapRegi st er Base,
ULONG Nunber OFf MapRegi sters

)

Using Scatter/Gather DMA
G

Scatter/
Gather
List

8k
&

a —

Bus address
space

Physical address
space

SCATTER_GATHER_LIST
C |

typedef struct _SCATTER GATHER LI ST {
ULONG Nurber Of El ement s;
ULONG_PTR Reserved;
SCATTER_GATHER ELEMENT El enents[];
} SCATTER GATHER LI ST, *PSCATTER GATHER LI ST;

typedef struct _SCATTER GATHER ELEMENT {
PHYSI CAL_ADDRESS Addr ess;
ULONG Lengt h;
ULONG_PTR Reser ved;
} SCATTER_GATHER ELEMENT, *PSCATTER _GATHER ELENMENT;

Using Scatter/Gather DMA

startlo
GetScatterGatherList Strobe the next DMA XTer

More XTer
XTer completed required

No more XTer
required

“—| PutScatterGatherList

Example
|

typedef struct _DEVI CE_EXTENSI ON {

PDVA_ADAPTER Adapt er Obj ect; /'l device's adapter object
ULONG nMaxMapRegi sters; /1 max # map registers

PSCATTER_GATHER LI ST sglist; // s/g list for this transfer

ULONG i sg; /'l index of 1st s/g element for current stage
ULONG sgdone; Il # elements processed so far

ULONG nbyt es; Il total # bytes for the current xfer

DEVI CE_EXTENSI ON, * PDEVI CE_EXTENSI ON;

Example

NTSTATUS St ar t Devi ce(..)
{

Suppose that the device is a
PCI bus master with
scatter/gather capability.

DEVI CE_DESCRI PTI ON dd;

Rt| Zer oMenory(&dd, sizeof (dd));

dd. Versi on = DEVI CE_DESCRI PTI ON_VERSI ON
dd. Mast er = TRUE;

dd. Scat t er Gat her TRUE;

dd.InterfaceType I nterfaceTypeUndefined;
dd. Maxi numiengt h = MAXTRANSFER

dd. Dma32Bi t Addresses = TRUE

pdx->Adapt er Obj ect = | oGet DmaAdapt er( pdx- >Pdo, &dd,
&pdx - >nMaxMapRegi sters);
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Example

VOI D Startlo(l N PDEVI CE_OBJECT fdo, IN PIRP Irp)

PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;
Pl O_STACK_LOCATI ON stack = | oGetCurrentlrpStackLocation(lrp);

Get the IRP Parameters.

Preparescatter/gather list for DMA X*fer.
Setup DmaExecutionRoutinewhen the channel is available.

Example

q

VOI D Startlo(l N PDEVI CE_OBJECT fdo, IN PIRP Irp)

{

PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) f do- >Devi ceExt ensi on;

Pl O_STACK_LOCATI ON stack = |l oGetCurrentlrpStackLocation(lrp);

PMDL mdl = Irp->Mll Address;

ULONG nbytes = pdx->nbytes = MrGet Mdl Byt eCount (mdl) ;
PVOI D vaddr = MrGet Mdl Vi rt ual Address(mdl ) ;

BOOLEAN isread = stack->Major Function == | RP_MJ_READ;

Preparescatter/gather list for DMA X*fer.
Setup DmaExecutionRoutinewhen the channel is available.

Example

q

VOID Startlo(l N PDEVI CE_OBJECT fdo, IN PIRPIrp)

{
PDEVI CE_EXTENSI ON pdx = ( PDEVI CE_EXTENSI ON) fdo->Devi ceExtensi on;
Pl O_STACK_LOCATI ON stack = loGetCurrent!rpStackLocation(lrp);

PVMDL mdl = |rp->Mll Addr ess;

ULONG nbytes = pdx->nbytes = MrGet Mil Byt eCount (mdl) ;
PVOI D vaddr = MrGet Mdl Vi rtual Address(mdl);

BOOLEAN isread = stack->Maj or Function == | RP_MJ_READ;

NTSTATUS status =
(*pdx- >Adapt er Obj ect- >DmaOper at i ons->Get Scat t er Gat her Li st)
(pdx->Adapt er Cbj ect , fdo, mdl, vaddr, nbytes,
(PDRI VER_LI ST_CONTROL) DmaExecutionRoutine, pdx, !isread);

if (! NT_SUCCESS(status)){
Conpl et eRequest (I rp, status, 0);
St art Next Packet ( &dx- >Queue, fdo);

Get Scatter/Gather List

NTSTATUS Get Scat t er Gat her Li st (
I N PDVA_ADAPTER DmaAdapt er,
I N PDEVI CE_OBJECT Devi ceObj ect,
IN PMDL Ml
IN PVYO D CurrentVa,
I'N ULONG Length,
I'N PDRI VER LI ST_CONTROL ExecutionRouti ne,
IN PVvO D Context,
I N BOOLEAN W iteToDevice

Get Scatter/Gather List

NTSTATUS GCet Scat t er Gat her Li st (
I N PDMA_ADAPTER DmaAdapt er,
I N PDEVI CE_OBJECT Devi ceObj ect,
IN PMDL Ml ,
IN PVO D CurrentVa,
IN ULONG Lengt h,
I N PDRI VER LI ST_CONTROL Executi onRouti ne,
IN PVO D Context,

VO D Adapt er Li st Cont rol (

) IN struct _DEVI CE_OBJECT
IN struct _IRP *Ilrp,

I'N PSCATTER_GATHER_LI ST Scatter Gat her,
IN PvO D Context

* Devi ce(bj ect ,

)

Executes in an arbitrary thread context at
IRQL DISPATCH_LEVEL.

DMA Execution Using S/G List

= When the adapter isavailable, the system calls the
AdapterListControl routine.

Its only responsibilities are

- tosavethe scatter/gather list pointer (for release),

- setup its device, and use the scatter/gather list to start DMA.

LY

VO D Adapt er Li st Cont rol (
IN struct _DEVI CE_OBJECT * Device(bject,
IN struct _IRP *lrp,
IN PSCATTER GATHER LI ST Scatter Gat her,
IN PVO D Context

)
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Start DMA Using S/G List

VOI D DmaExecuti onRout i ne( PDEVI CE_OBJECT fdo, PIRP junk,
PSCATTER_GATHER LI ST sglist, PDEVI CE_EXTENSI ON pdx)

| Save sglist for releasing when the job done. |e

| Initialize the state variables for this X*fer. l‘

Start the first stage of a possibly multi-stage transfer

typedef struct _DEVI CE_EXTENSI ON {
PDMA_ADAPTER Adapt er Obj ect;
ULONG nMaxMapRegi st ers;
Start DMA PSCATTER_GATHER_LI ST sglist ;
ULONG i sg;
ULONG sgdone;

VOI D DmaExecut i onRout i ne( l) DEVI CE_EXTENSI ON, * PDEVI CE_EXTENSI ON;

PSCATTER_GATHER_LI ST sglist, PDEVI CE_EXTENSI ON pdx)

PIRP Irp = GetCurrentlrp(&dx->Queue);
pdx->sglist = sglist; // save for deallocation in DPC routine

Initialize the state variables for this X*fer.

Start the first stage of a possibly multi-stage transfer

typedef struct _DEVI CE_EXTENSI ON {
PDMA_ADAPTER Adapt er Obj ect;
ULONG nMaxMapRegi sters;
Start D MA PSCATTER_GATHER_LI ST sgli st ;
ULONG i sg;
ULONG sgdone;

} DEVI CE_EXTENSI ON, * PDEVI CE_EXTENSI ON;

VOl D DmaExecuti onRouti ne(

PSCATTER_GATHER LI ST sglist, PDEVI CE_EXTENSI ON pdx)

PIRP Irp = GetCurrentlrp(&dx->Queue);

pdx->sglist = sglist; // save for deallocation in DPC routine
pdx->isg = 0; /1 index of current scatter gather el enent
pdx- >sgdone = O0; I/ 0 elenments processed so far

Start the first stage of a possibly multi-stage transfer

Start DMA Using S/G List

VOI D DnaExecut i onRout i ne( PDEVI CE_OBJECT fdo, PIRP junk,
PSCATTER_GATHER_LI ST sgl i st, PDEVI CE_EXTENSI ON pdx)

PIRP |rp = GetCurrentlrp(&dx->Queue);
pdx->sglist = sglist; // save for deallocation in DPC routine
pdx->isg = 0; /'l index of current scatter gather el enent|
pdx- >sgdone = 0; Il 0 elements processed so far
i f (1 KeSynchr oni zeExecut i on( pdx- >I nt er r upt Obj ect ,
( PKSYNCHRONI ZE_ROUTI NE) St art Next Transfer, pdx))
I oRequest Dpc(fdo, NULL, NULL); /1 nothing to do

Start DMA Using S/G List

BOOLEAN St ar t Next Tr ansf er ( PDEVI CE_EXTENSI ON pdx)
{

Compute the sglist elements to be used for
the next DMA X*fer.

If none, return FALSE.

Use WRITE_Xxx HAL routines to begin transfer.

return TRUE;

{

Start DMA Using S/G List

BOOLEAN St ar t Next Tr ansf er ( PDEVI CE_EXTENSI ON pdx)

PSCATTER_GATHER LI ST sglist = pdx->sglist;
ULONG i = pdx- > sg += pdx- >sgdone; // next starting entry
ULONG n = sglist- >Nunber Of El enents - i; Il # left to do

if (! n) return FALSE; /'l request is now finished
n =n > MAXSG ? MAXSG: n; Il NAXSG Hardware dependent

Use WRITE_Xxx HAL routines to begin transfer.

return TRUE;
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Start DMA Using S/G List

BOOLEAN St ar t Next Tr ansf er ( PDEVI CE_EXTENSI ON pdx)

{
PSCATTER_GATHER LI ST sglist = pdx->sglist;

ULONG i = pdx- >i sg += pdx- >sgdone; // next starting entry
ULONG n = sglist->Nunber Of El ements - i; /1 # left to do
if (!'n) return FALSE; /1 request is now finished

n =n > MAXSG ? MAXSG: n; // NMAXSG Hardware dependent

Use information from sglist->Elements[i] to Elements[i+n-1]

return TRUE;

The ISR

BOOLEAN Onl nt er rupt ( PKI NTERRUPT | nt er r upt Obj ect,
PDEVI CE_EXTENSI ON pdx)
{ Check whether our device raises the IRQ.
I1f no, return FALSE
if (! StartNextTransfer(pdx)){
Our job is done.
Schedule a DPC to complete the IRP.
}
return TRUE;
}

The ISR

BOOLEAN Onl nt errupt ( PKI NTERRUPT | nt er r upt Obj ect,
PDEVI CE_EXTENSI ON pdx)

{

Check whether our device raises the IRQ.
1f no, return FALSE

if (!StartNextTransfer(pdx)){
PIRP Irp = GetCurrent!rp(&dx->Queue);
Irp->loStatus. Status = STATUS_SUCCESS;
Irp->loStatus. | nformation = pdx->nbytes;
| oRequest Dpc ( pdx- >Devi ceCbj ect , NULL, NULL);

return TRUE;
}
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