Plug & Play

Plug and Play (PnP)

= A combination of hardware and software support
that enables a computer system to recognize and
adapt to hardware configuration changes with
little or no intervention by a user.
= Hardware
- Hardware industry define standards for easy
identification of add-in boards and basic system
components.
= Software
- System Software : supports for PnP
- Drivers: interact with system software
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Plug & Play

Overview
D

System Software Support for PnP
.|

= Automatic and dynamic recognition of installed
hardware.

=~ Hardware resource allocation (and reallocation).

Loading of appropriate drivers.

= A programming interface for drivers to interact

with the PnP system.

Mechanisms for drivers and applications to learn

of changes in the hardware environment and take
appropriate actions
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The PnP Drivers
S

= Must contain a DispatchPnP routine.
- Handle IRP_MJ_PNP requests and associated minor function codes.

= Must not search for hardware.
- The PnP Manager determines the presence of hardware devices.
- When detected, notifies the driver by calling its AddDevice routine.
- Hardware can be detected when the system is booted, or any time that
auser adds a device to, or removes one from, a running system.

= Mustnot allocate hardware resources
- APnP driver must provide the PnP Manager with lists of resources
that a device can potentially use.
The PnP Manager is responsible for assigning resources . It notices
the driver by sending an IRP_MN_START_DEVICE request
- The driver must be capable on various configurations of hardware
resources.

Hardware Resources
. |

« Hardware resources are the assignable,
addressable bus paths that allow peripheral
devices and system processors to
communicate.

=« Typically include
- 1/0 port addresses (or memory registers)
- interrupt vectors, and
- blocks of bus-relative memory addresses eg. o)

The PnP Manager maintains adevice tree that
keeps track of the devices in the system

The Device Tree
. |

Each node is called adevnode
(a device stack).

the PnP Manager builds the tree when
the machine boots, and updates the
tree as devices are added or removed.

Resource-Assignment by PnP Manager

« Resources are assigned to each
device node in the device tree.
= The PnP Manager keeps track of
hardware resources using lists.
- Resource Requirements List
- Resource Assignment Lists

The Bus Devices

A bus device is any device to which other
physical, logical, or virtual devices can be
attached.

Resource-Assignment by PnP Manager
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Resource Management Lists
.|

= Resource Requirements List

- Specifies all of the ranges of hardware
resourcesin which the device can operate.

- The PnP Manager chooses resources from this
list when assigning them to the device.

- 1O0_RESOURCE_REQUIREMENTS_LIST @ © |

= Resource Assignment List

- Specifies the resources assigned to each
device instance.

- CM_RESOURCE_LIST | @ |

Plug and Play Minor IRPs
.

« IRP_MN_QUERY_RESOURCES A
« IRP_MN_QUERY_RESOURCE_REQUIREMENTS
~ IRP_MN_QUERY_DEVICE_TEXT

~ IRP_MN_READ_CONFIG

« IRP_MN_WRITE_CONFIG

« IRP_MN_EJECT

= IRP_MN_SET_LOCK

Bus drivers
handle these
minor functions

« IRP_MN_QUERY_ID
« IRP_MN_QUERY_BUS_INFORMATION )

IRP_MJ_PNP

PnP Requests o |
. |

Plug and Play requests play two roles:

« Configure/deconfigure hardware
- When and how to do so.

« Guide the driver through a series of state
transitions
- Start
- Pause
- Remove/Surprising Remove

Plug & Play

Device States
[

Plug and Play Minor IRPs
.

IRP_MN_START_DEVICE 3\
IRP_MN_QUERY_REMOVE_DEVICE
IRP_MN_REMOVE_DEVICE
IRP_MN_CANCEL_REMOVE_DEVICE
IRP_MN_STOP_DEVICE
IRP_MN_QUERY_STOP_DEVICE Function/Filter
IRP_MN_CANCEL_STOP_DEVICE drivers handle
IRP_MN_QUERY_DEVICE_RELATIONS } these minor
IRP_MN_QUERY_INTERFACE !
IRP:MN:SUERY:CAPABILITIES functions
IRP_MN_FILTER_RESOURCE_REQUIREMENTS
IRP_MN_QUERY_PNP_DEVICE_STATE
IRP_MN_DEVICE_USAGE_NOTIFICATION
IRP_MN_SURPRISE_REMOVAL )

.}
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State Diagram for a Device
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Ready to Start

SURPRISE #

REMOVE /

The “Ready to Start” State
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The “Stop Pending” State

« Inthe “Stop Pending”state, the device shouldhold any IRPs
pended in the queue and, normally, is set idle.

= Any incoming IRPs should be pended in this state because the
device will be paused for resource rebalance soon.

= In this state, the device is ready for true stop, i.e., to receive
IRP_MN_STOP_DEVICE PnP IRP.

1| v
=~ The device is in“Ready to Start”after its device stackhas SE?'A%?JE 22335; REMO\/E'\ SURPRISE START %ﬁ? CsA'TVSEL
been ?mtl)tl successfully, and resource requirement is pevice | |pevice  [PEVICE < REMOVE  DEVICE pevice| | pevice
satisfiable. -
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= Most of initialization jobs are done in the driver $ AddDevice = - =
routine. REMOVE IS REMOVE | Surerise | stor
DEVICE SRUEF:;CR)\IEE DEVICE \nh REMOVE DEVICE
SURPR|SE,
= The PnP Manager will send the device a PnP Message with REMOVI
IRP_MN_START_DEVICE minor code to start the device. RSy Sikappet]

The “Started” State

~ In the “Started” state, the device can process the IRP

requests.

~ An incoming IRP is either completed immediately or pended in

a device queue for later processing.
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What actions should be taken to
enter the “Stop Pending” state?

The “ Stop Pending” State
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What actions should be taken to
enter the “Started” state?

The “Started” State

Ready to Start
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What actions should be taken to
enter the “Stop Pending” state?

The “Stop Pending” State
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What actions should be taken to
Pending” state?

g” State
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The “Remove Pending” State
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The “Stopped” State

Loonice TART
= In the “Stopped” state, the device is idle and any incoming
IRPs must be pended. )

= Rebalancing is typically necessary when anew device is
enumerated that requires a resource already in use.

= The Pendded IRPswill resume operation after the device is

restarted.
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The “Surprise Remove” State

~ Inthe “Surprise Romove’state, the device has been

unplugged without a preliminary announcement.

Any incoming IRPs to the device will be aborted.

The device shouldcancel any IRPs pended in the queue.

The driver should releaseany hardware resources held.

Minimize the risk of data loss and system disruption.
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The “Remove Pending” State

=~ Inthe “Romove Pending”state, the device is ready to
remove the device object from the system.

=« Any incoming IRPs to the device will be aborted.

~ The device shouldhold any IRPs pended in the queue
and, normally, is set idle.
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Almost any state can change to the
“Surprise Remove’state due to unplugging.

The “Surprise Remove” State
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Almost any state can change to the

“Surprise Remove’state due to unplugging.

The “Removed” State

= In the “Romoved” state, the device
stack of the device is destroyed.

The “Removed” State
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The “Removed” State

Ready to Start
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Device Queue

for PnP Drivers
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Special States of IRP Queues

Disallow sending IRP
to perform 1/0.

Aborting any
incoming IRPs
Startlo

DEVQUEUE Operations

AbortRequests [Aborts current and future requests
AllowReguests Undoes effect of previous AbortRequests
AreRequestsBeingAborted [Are we currently aborting new requests?
CancelRequest Generic_cancel routine

CheckBusyAndStall Checks for idle device and stalls requests.

CleanupRequests Service IRP_MJ_CLEANUP

Get current IRP processed by associated Startlo

GetCurrentlrp routine

InitializeQueue Initializes DEVQUEUE object
RestartRequests Restarts a stalled queue
StallRequests Stalls the queue

StartNextPacket Dequeues and starts the next request

StartPacket Starts or queues a new request
\Waits for current IRP to finish

WaitForCurrentlrp

States of Device Queues
- ]

Ready

RestartRequests AbortRequests

StallRequests  AllowRequests

Forestalled

Rejecting

AllowRequests

AbortRequests

Initialize DEVQUEUE
]

VO D InitializeQueue( PDEVQUEUE pdq, PDRI VER_STARTIO Start| o)
{
InitializeListHead(&dq->head);
Kel ni tial i zeSpi nLock (&pdg- >l ock) ;
pdg->Startlo = Startlo;
pdg->stal | count = 1;
pdg->Currentlrp = NULL;
Kel nitial i zeEvent (&pdg- >evSt op, Notificati onEvent, FALSE);
pdg->abortstatus = (NTSTATUS) O;
pdg->notify = NULL;
pdg->noti fycontext = 0;

DEVQUEUE
C

t ypedef struct _DEVQUEUE {
LI ST_ENTRY head;
KSPI N_LOCK | ock;
PDRI VER_STARTI O Startlo;

LONG st al | count; /1 >=1: stalled
PIRP Currentlrp;
KEVENT evSt op; /'l wait |RP conpletion

PONOTI FYFUNC notify; // no wait version

PVO D noti fycont ext ;

NTSTATUS abor t status; // non-zero: aborted
} DEVQUEUE, *PDEVQUEUE;

Plug & Play

DisptachPnP for
Function Drivers
]




DispatchPnP

NTSTATUS Di spat chPnp( PDEVI CE_OBJECT do, PIRP Irp)
{

= All PnP IRPs have the major function code
IRP_MJ_PNP and a minor function code.

= For each IRP and each kind of driver, a driver is
either required to handle the IRP, can optionally

handle the IRP, or must not handle the IRP.
N —

must pass the IRP O
to the next driver

The PnP Manager initializes Irp->loStatus.Status

to STATUS_NOT_SUPPORTED.

Default PnP Handler
«—

NTSTATUS Def aul t PnpHand| er( PDEVI CE_EXTENSI ON do, PIRP I r p)
{

1 oSki pCurrent | rpStackLocation(lrp);

return |oCal |l Driver(pdx->Lower Devi ceObject, Irp);
}

Layout |

NTSTATUS Di spat chPnp( PDEVI CE_OBJECT do, PIRP Irp)
{

1) (PDEVI CE_OBJECT, PIRP) = {
RP_MN_START_DEVI CE
RP_MN_QUERY_REMOVE_DEVI CE

Handl eSt art Devi ce, //
Handl eQuer yRenove, //
<etc. >,

static NTSTATUS (*fcnt ab[
IRP_|
IRP_|

}:

ULONG fcn = stack->M nor Function;

PDEVI CE_EXTENSI ON pdx =

( PDEVI CE_EXTENSI ON) do->Devi ceExt ensi on;
if (fcn >= arraysize(fcntab))

return Defaul t PnpHandl er (pdx, Irp);
return (*fcntab[fcn])(pdx, Irp);

Pl O_STACK_LOCATI ON st ack = loGet Current!rpStackLocation(lrp);

The PnP IRP Handled
S

NTSTATUS Hand| eXxx( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
- Depends on the minor code, the PnP driver

invoke the next driver in two ways:

- Passing PnP IRPs Down the Device Stack.

- PostponingPnP IRP Processing Until Lower Drivers

Finish.

i

Layout Il

NTSTATUS Di spat chPnp( PDEVI CE_OBJECT do, PIRP Irp)

Pl O_STACK_LOCATI ON st ack = | oGet Current!rpStackLocation(lrp);

PDEVI CE_EXTENSI ON pdx =
( PDEVI CE_EXTENSI ON) do->Devi ceExt ensi on;

swi tch(st ack->M nor Functi on) {
case | RP_MN_START_DEVI CE

return Handl eStartDevice( pdx, Irp);
case | RP_MN_QUERY_REMOVE_DEVI CE:

return Handl eQueryRenove( pdx, Irp);
defaul t:

return Defaul t PnpHandl er (pdx, Irp);
}

}

Passing PnP IRPs Down the
Device Stack
e

INTSTATUS Hand| eXxx( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{

= Perform the appropriate actions

= Set Irp->loStatus.Status to an appropriate status, such
as STATUS_SUCCESS. Set Irp->loStatus. Information,
if appropriate for the IRP.

= Set up the next stack location with
loSkipCurrentlrpStackLocation or
loCopyCurrentlrpStackLocationToNext. Call the latter
routine if you set an loCompletion routine.

= Invoke the next lower driver by calling loCallDriver.

= Do not complete the IRP. (Do notcall loCompleteRequest.)
The parent bus driver will complete the IRP.




Postponing PnP IRP Processing
.|

INTSTATUS Hand| eXxx( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{

= Set Irp->loStatus.Status to STATUS_SUCCESS.

= Create aevent

=z Call loCopyCurrentlrpStackLocationToNext to set the
parameter for the next lower driver.

= Set Completion routine

Invoke the next lower driver and wait until its job done, i.e.

the event is signaled.

Check Irp->loStatus.Status

I'f succeeded do the necessary IRP operation.

Complete the IRP

Return the appropriate status.

[
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Help Functions

- NTSTATUS Conpl et eRequest (PI RP | rp, NTSTATUS st at us,
ULONG_PTR i nf0)

! I rp->loStatus. Status = status;
Irp->loStatus. I nformation = info;
| oConpl et eRequest (I rp, |1 O NO | NCREMENT) ;
return status;

}

NTSTATUS Conpl et eRequest (PIRP | rp, NTSTATUS st at us)

I rp->loStatus. Status = status;
| oConpl et eRequest (I rp, | O NO | NCREMENT) ;
return status;

Help Functions

NTSTATUS For war dAndWai t( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{ KEVENT event;

Kelnitialize(&vent, NotificationRoutine, FALSE);

I oCopyCurrent|rpStackLocati onToNext (1rp);

1 oSet Conpl eti onRoutine(lrp, (Pl O_COVPLETI ON_ROUTI NE)

For war dAndWai t Conpl eti onRouti ne, &vent, TRUE, TRUE, TRUE);
NTSTATUS status = | oCal | Driver(pdx- >Lower Devi ceCbj ect, 1rp);
if (status == STATUS_PENDI NG){

KeWai t For Si ngl eObj ect (& vent, Executive, Kernel Mode,

FALSE, NULL);

status = Irp->| oStatus. Status;

}

return status;

Device-State Enumerator
]

enum DEVSTATE {
STOPPED /| device stopped
WORKI NG // started and wor ki ng|
PENDI NGSTOP, /1 stop pending
PENDI NGREMOVE, // renove pendi ng
SURPRI SEREMOVED, / /' renmoved by surpri se
REMOVED, /1 renoved

Help Functions

NTSTATUS For war dAndWai t ( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
KEVENT event;

Kelnitialize(&vent, NotificationRoutine, FALSE);

I oCopyCurrent|rpStackLocati onToNext (Irp);

1 0Set Conpl eti onRoutine(lrp, (Pl O_COVPLETI ON_ROUTI NE)

For war dAndWai t Conpl et i onRout i ne, &vent, TRUE, TRUE, TRUE);
NTSTATUS status = | oCal | Driver(pdx- >Lower Devi ceCbj ect, |rp);
NTSTATUS For war dAndWai t Conpl et i onRout i ne ( PDEVI CE_OBJECT fdo,

PIRP Irp, PKEVENT pev)

if (Irp->Pendi ngReturned)
KeSet Event(pev, | O _NO_I NCREVENT, FALSE);
return STATUS_MORE_PROCESSI NG REQUI RED;

Ul ||

The Device Extension
N

t ypedef struct _DEVI CE_EXTENSI ON {
DEVQUEUE Queue;
DEVSTATE State;

} DEVI CE_EXTENSI ON, *PDEVI CE_EXTENSI ON;
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Starting a Device
I

Starting a Device

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{

I
Let the lower level drivers do first.
il1f a lower driver failed the IRP, do any necessary cleanup the completeit.

Start the device

Start IRPs in the IRP-holding queue.
Enable interfaces for the device.
Change State to WORKING.

.| Complete this IRP.

Starting a Device
¢ |

« The PnP Manager sends an
IRP_MN_START_DEVICE request to drivers
either to start a newly enumerated device or to
restart an existing device that was stopped for
resource rebalancing.

= Function and filter drivers must set an
loCompletion routine, pass the IRP down the device
stack, and postpone their start operations until all
lower drivers finish the IRP.

= The parent bus driver, the bottom driver in the
device stack, must be the first driver to perform
its start operations on a device.

Starting a Device

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
i
Irp->loStatus. Status = STATUS_SUCCESS;
NTSTATUS st at us = Forwar dAndWai t (pdx, Irp);
if (! NT_SUCCESS st atus))
return Conpl et eRequest(lrp, status);

Start the device

Start IRPsin the IRP-holding queue.
Enable interfaces for the device.
Change State to WORKING.

r| Complete this IRP.

Starting a Device

Ready to Start
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Starting a Device

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP |rp)

{
Irp->loStatus. Status = STATUS_SUCCESS;
NTSTATUS st at us = Forwar dAndWai t (pdx, Irp);
if (! NT_SUCCESYstatus))

return Conpl et eRequest(Irp, status);

Pl O_STACK_LOCATI ON stack = loGetCurrentlrpStackLocation(lrp);

status = StartDevice(pdx, <additional args>) ;

' Start IRPsin the IRP-holding queue.

Enable interfaces for the device.
Change State to WORKING.

|| Complete this IRP.

10



Starting a Device

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
i
I rp->loStatus. Status = STATUS_SUCCESS;
NTSTATUS st at us = Forwar dAndWi t (pdx, Irp);
if (! NT_SUCCESY st atus))
return Conpl et eRequest(lrp, status);

Pl O_STACK_LOCATI ON stack = loGetCurrentl|rpStackLocation(lrp);
status = StartDevice(pdx, <additional args>);
if (NT_SUCCESS(status)){

pdx->St at e = WORKI NG

Rest art Request s (&dx- >Queue, pdx- >Devi ceCbj ect );

Enabl eAl | I nterfaces(pdx, True);

}
.| Complete this IRP.

i

Parameters of
IRP_MN_START_DEVICE

typedef struct _I O STACK_LOCATI ON {
uni on {

1

/1 Paraneters for | RP_MN_START_DEVI CE

1

struct {
PCM_RESOURCE_LI ST Al | ocat edResour ces;
PCM_RESQURCE_LI ST Al | ocat edResour cesTr ansl at ed;

} StartDevice;

} Paraneters;

} 10 STACK_LOCATI ON, * Pl O STACK_LOCATI ON;

Starting a Device

NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
I rp->loStatus. Status = STATUS_SUCCESS;
NTSTATUS st at us = Forwar dAndWai t (pdx, Irp);
if (! NT_SUCCESYstatus))
return Conpl et eRequest(lrp, status);

Pl O_STACK_LOCATI ON stack = | oGet Current!rpStackLocation(lrp);
status = StartDevice(pdx, <additional args>);
if (NT_SUCCESS(status)){
pdx->St at e = WORKI NG,
Rest art Request s (&pdx- >Queue, pdx- >Devi ceCbj ect );
Enabl eAl | | nter f aces(pdx, True);
}

return Conpl et eRequest (lrp, status);

PCM_RESOURCE_LIST

t ypedef struct _CM RESOURCE_LI ST {
ULONG Count ;
CM_FULL_RESOURCE_DESCRI PTOR  Li st[1];
} CM_RESOURCE_LI ST, *PCM RESOURCE_LI ST;

t ypedef struct _CM FULL_RESOURCE_DESCRI PTOR {
I NTERFACE_TYPE InterfaceType;
ULONG BusNumber ;
CM_PARTI AL_RESOURCE_LI ST Parti al Resourceli st;
} CM FULL_RESOURCE_DESCRI PTOR *PCM FULL_RESOURCE_DESCRI PTOR

t ypedef struct _CM PARTI AL_RESOURCE LI ST {

USHORT Ver si on;

USHORT  Revi si on;

ULONG Count;

CM_PARTI AL_RESOURCE_DESCRI PTOR Parti al Descri ptors[1];
} CM_PARTI AL_RESOURCE_LI ST, *PCM_PARTI AL_RESOURCE_LI ST;

= The exact steps to start a device vary from device to device.

= Such as mapping 1/0 space, initializing hardware registers,
setting the device in the DO power state, and connecting the
interruptwith loConnectinterrupt

= 1f restarting a device after an IRP_MN_STOP_DEVICE request,
the driver might have device state to restore.

—— = The device must be powered on before any drivers can access it. |——

= If the device should be enabled for wake-up, its power policy

{ owner_gusually the function driver) should send await/wake IRP
I'r after it powers up the device and before it completes the

IRP_MN_START_DEVICE request.

if (T NT_SUCCESYstatus))
return Conpl et eRequest(Irp, status);

Pl O_STACK_LOCATI ON stack = loGetCurrent|rpStackLocation(lrp);
status = StartDevice(pdx, <additional args>);
i f (NT_SUCCESS(st at us)) {

pdx->St at e = WORKI NG,

Rest ar t Request s ( &dx- >Queue, pdx- >Devi ceCbj ect );

Enabl eAl | | nt er f aces(pdx, True);

}

return Conpl et eRequest (Il rp, status);

CM_PARTIAL_RESOURCE_DESCRIPTOR
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NTSTATUS Handl eSt ar t Devi ce( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

You only need to write StartDevice routine.

StartDevice

/1l call StartDevice()
PCM _PART| AL_RESOURCE_LI ST raw, translated;
raw = &stack->Paranmeters. StartDevice

.All ocat edResour ces- >Li st[ 0] . Parti al Resour celLi st ;
translated = &stack->Paraneters. StartDevice

.Al | ocat edResourcesTransl at ed->Li st[ 0] .Parti al Resour ceLi st}
status = StartDevice(pdx, raw, translated);

Stopping a Device to
Rebalance Resources

Ready to Start

SURPRISE#
REMOVE /

T
1 Started

"

QUERY [CANCEL
REMOVE
DEVICE |  [pEVICE

REMOVE

v

Renvove'
DEVICE \
A |

SURPRISE START
REMOVE DEVICE

QUERY CANCEL
STOP STOP
DEVICE] DEVICE

[Remove Pending ]

~
REMOVE

SURPRISE
DEVICE REMOVE

Surprise

[ Stop Pending ]

-

SURPRISE STOP

REMOVE DEVICE

[

Removed

Stopped ]

Plug & Play

Stopping a Device

Stopping a Device to
Rebalance Resources

SURPRISE#
REMOVE /

Ready to Start

START
DEVICE

Successful
Rebalancing Path

[
1
n

Started

QUERY ANCEL 1
REMOVE  |REMOVE |

REMOVE

DEVICE |  [pEVICE

v

DEVICE

REMOVE DEVIC!

Remove Pending

REMOVE

SURPRISE
DEVICE REMOVE

Surprise
Remove

[

Removed

SURPRISE STARF

CANCEL
I STOP
E| DEVICE

b Pending

Rebalancing is typically necessary when anew device is
enumerated that requires aresource already in use.

When Stopping a Device?
.

= The PnP Manager directs drivers to stop a
device in the following situations:

- To rebalance the hardware resources being
used.

- To disable the device in response to a Device
Manager request (Windows 98/Me only).
Windows 2000 and later systems send remove
IRPs in this situation.

- After a failed IRP_MN_START_DEVICE
request (Windows 98/Me only)

Stopping a Device to
Rebalance Resources

Ready to Start

Failed

SURPRISE# START .
REMOVE/ DEVICE Rebalancing Path
]
[ 1 Started
"
3
QUERY ANCEL | QUERY | | cAl =L
REMOVE| Remove [REMOVE'  |SURPRISE START STOP st
DEVICE | |pEVICE DEV'CE‘ REMOVE  DEVICE DEVICE | | D& CE

Remove Pending I SRuernr]:g\llsee I

Stop Penuinig I

SURPRISE STOP

S - )
REMOVE REMOVE
DEVICE SURPRISE DEVICE \ REMOVE DEVICE
REMOVE -
SURPR|SE,
REMOV
Removed ] E[ Stopped ]

[
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Handle
IRP_MN_QUERY_STOP_DEVICE

« The PnP Manager issues an
IRP_MN_QUERY_STOP_DEVICE to ask whether
the drivers for a device canstop the device and
releaseits hardware resources.

= Ifall the drivers in the device stack return
STATUS_SUCCESS, the drivers have put the
device into a state fstop—pending) from which the
device can be quickly stopped.

«~ The PnP Manager queries as many device stacks

as necessary to rebalance the required resources.

Handle
IRP_MN_QUERY_STOP_DEVICE

i
I rp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != WORKI NG
return Def aul t PnpHandl er (pdx, Irp);
if (! OkayToStop(pdx))
return Conpl et eRequest(Irp, STATUS_UNSUCCESSFUL, 0);

NTSTATUS Handl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

Do the necessary operations to change the device into
PENDINGSTOP state.

Invoke the lower driver for further determination

Handle
IRP_MN_QUERY_STOP_DEVICE

(

NTSTATUS Handl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

Whether the driver WORKING (STOPPED)?
Ifnot WORKING, let the lower driver conclude it.

Can the the driver be STOPPED?
1T no, complete the IRP unsuccessfully.

Do the necessary operations to change the device into
PENDINGSTORP state.

Invoke the lower driver for further determination

Handle
IRP_MN_QUERY_STOP_DEVICE

{
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != WORKI NG
return Defaul t PnpHandl er (pdx, Irp);
if (! OkayToStop(pdx))
return Conpl et eRequest(|rp, STATUS_ UNSUCCESSFUL, 0);
St al | Request s( &pdx- >Queue) ;
Wi t For Current | rp(&pdx- >Queue);
pdx->State = PENDI NGSTOP,

NTSTATUS Handl eQuer y St op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

Invoke the lower driver for further determination

Handle
IRP_MN_QUERY_STOP_DEVICE

{
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != WORKI NG

return Defaul t PnpHandl er (pdx, Irp);

NTSTATUS Handl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

Can the the driver be STOPPED?
1f no, complete the IRP unsuccessfully.

Do the necessary operations to change the device into
PENDINGSTOP state.

Invoke the lower driver for further determination

Handle
IRP_MN_QUERY_STOP_DEVICE

{
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != WORKI NG
return Defaul t PnpHandl er (pdx, Irp);
if (! OkayToStop(pdx))
return Conpl et eRequest(lrp, STATUS_UNSUCCESSFUL, 0);
St al | Request s( &pdx- >Queue) ;
Wi t For Current | rp(&dx- >Queue);
pdx->State = PENDI NGSTOP,
return Defaul t PnpHandl er(pdx, Irp);

NTSTATUS Handl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
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Can a Device be Stopped?
L ]

NTSTATUS Handl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
(
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != WORKI NG
return Defaul t PnpHandl er (pdx, Irp);
if (! OkayToStop(pdx))
return Conpl et eRequest(lrp, STATUS_UNSUCCESSFUL, 0);
St al | Request s( &pdx->Queue) ;
Wi t For Current | rp(&dx- >Queue);
pdx->State = PENDI NGSTOP,
return Defaul t PnpHandl er(pdx, Irp);

The Response of Query Stop

NTSTATUS dl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)

If this IRP is completed successfully, i.e., no
driver in the stack denies the request, the PnP
Manager will send IRP_MN_STOP_DEVICE PnP
request in sequel.

Jotherwise, IRP_MN_CANCEL_STOP_DEVICE
JPnP request will be sent.

return Defaul t PnpHandl er(pdx, Irp);

Can a Device be Stopped?
O

= A driver must fail a query-stop IRP if any
of the following are true:

- Adriver has been notified (through
IRP_MN_DEVICE_USAGE_NOTIFICATION)
that the device is in the path of a paging,
hibernation, or crash dump file.

- The device's hardware resources cannot be
released.

Does the Driver Always Need to Complete
the Current IRP at the Query-Stop Stage?

INTSTATUS Handl eQuer ySt op( PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != WORKI NG
return Defaul t PnpHandl er (pdx, Irp);
if (! OkayToStop(pdx))
return Conpl et eRequest(|rp, STATUS_ UNSUCCESSFUL, 0);
St al | Request s( &pdx- >Queue) ;
Wi t For Current | rp(&dx- >Queue);
pdx->State = PENDI NGSTOP,
return Defaul t PnpHandl er(pdx, Irp);

i

Can a Device be Stopped?

= A driver might fail a query-stop IRP if the
following is true:
- The driver must not drop 170 requests and
does not have a mechanism for queuing IRPs.
- The exception to this rule is a device that is
allowed to drop 1/0. The drivers for such a

device can succeed query-stop and stop
requests without queuing IRPs.

Handle IRP_MN_STOP_DEVICE
G

NTSTATUS Handl| eSt opDevi ce ( PDEVI CE_EXTENSI ON pdx, PIRP I rp)
i

Ensure that the device is paused.

Release the hardware resources.

Change state to STOPPED

Pass the IRP down to the next driver.
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Handle IRP_MN_STOP_DEVICE

NTSTATUS Handl eSt opDevi ce (PDEVI CE_EXTENSI ON pdx, PIRP Irp)
i§

Irp->loStatus. Status = STATUS_SUCCESS
if (pdx->State != PENDI NGSTOP){
<conplicated stuff>

}

Release the hardware resources.

Change state to STOPPED

Pass the IRP down to the next driver.

Handle IRP_MN_STOP_DEVICE

NTSTATUS Hand| eSt opDevi ce ( PDEVI CE_EXTENSI ON pdx, PIRP I rp)
{

Irp->loStatus. Status = STATUS_SUCCESS
if (pdx->State != PENDI NGSTOP){
<conpl icated stuff>

}
St opDevi ce(pdx);

pdx->State = STOPPED;
return Def aul t PnpHandl er(pdx, Irp);

Handle IRP_MN_STOP_DEVICE
. |

INTSTATUS Handl eSt opDevi ce (PDEVI CE_EXTENSI ON pdx, PIRP I p)

{
Irp->loStatus. Status = STATUS_SUCCESS

if (pdx->State != PENDI NGSTOP){
<conplicated stuff>

}
St opDevi ce(pdx);
Change state to STOPPED

Pass the IRP down to the next driver.

Stopping a Device
e ——

- The exact operations depend on the device and the []
(| driver, such as

- disconnecting an interrupt with loDisconnectInterrupt
- freeingphysical address ranges with MmUnmaploSpace

- freeing 1/0 ports.

St opDevi ce(pdx);

pdx->State = STOPPED;
return Def aul t PnpHandl er(pdx, Irp);

Handle IRP_MN_STOP_DEVICE
G

NTSTATUS Handl eSt opDevi ce ( PDEVI CE_EXTENSI ON pdx, PIRP |rp)

i
I rp->loStatus. Status = STATUS_SUCCESS

if (pdx->State != PENDI NGSTOP){
<conplicated stuff>

}
St opDevi ce(pdx);

pdx->State = STOPPED;
) ’| Pass the IRP down to the next driver.

Handle
IRP_MN_CANCEL_STOP_DEVICE

NTSTATUS Handl eCancel St op ( PDEVI CE_EXTENSI ON pdx, PIRP It p)
{

I I the driver is not PENDINGSTOP, let lower
‘ driver handle it.

J Postpone restarting the device. |

Restart the IRP Queue. P;

Complete the IRP |
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Handle
IRP_MN_CANCEL_STOP_DEVICE

NTSTATUS Handl eCancel St op (PDEVI CE_EXTENSI ON pdx, PIRP Irp)
i§
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != PENDI NGSTOP)
return Defaul t PnpHandl er (pdx, Irp);

Handle
IRP_MN_CANCEL_STOP_DEVICE

NTSTATUS Handl eCancel St op (PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
I rp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != PENDI NGSTOP)
return Defaul t PnpHandl er (pdx, Irp);

q q NTSTATUS st at =F dAndWai t (pdx, | 5

J Postpone restarting the device. | status = rorvar J8 ek 007
pdx->State = WORKI NG;
j Restart the IRP Queue. P; Pl O_STACK_LOCATI ON stack = IoGetCurrent.I rpSIIackLocaIi on(lrp);
- — - Rest art Request s( &dx->Queue, stack- >Devi ceCbject);
VI Comp|ete the IRP | return Conpl et eRequest (Irp, status);
i i
Handle

IRP_MN_CANCEL_STOP_DEVICE
G

INTSTATUS Handl eCancel St op (PDEVI CE_EXTENSI ON pdx, PIRP Irp)
{
Irp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != PENDI NGSTOP)
return Defaul t PnpHandl er (pdx, Irp);
NTSTATUS st atus = Forwar dAndWai t (pdx, Irp);

Plug & Play

Removing a Device

pdxzSiate = VORANG ]
j Restart the IRP Queue. P:
rl Complete the IRP |
i
Handle

IRP_MN_CANCEL_STOP_DEVICE
I

INTSTATUS Handl eCancel St op ( PDEVI CE_EXTENSI ON pdx, PIRP |1 p)
{

I rp->loStatus. Status = STATUS_SUCCESS;
if (pdx->State != PENDI NGSTOP)

return Def aul t PnpHandl er (pdx, Irp);
NTSTATUS st atus = Forwar dAndWai t (pdx, Irp);
pdx->State = WORKI NG;
Pl O_STACK_LOCATI ON stack = | oGetCurrent!rpStackLocation(lrp);
Rest ar t Request s(&pdx - >Queue, stack- >Devi ceCbj ect );

Complete the IRP

When Removing a Device?
I

= The PnP Manager directs drivers to
remove their device objects for a device
when
- the device has been, or isbeing, physically
removed from the machine.
- auser requests to update the drivers for a
device.
- the device is disabled or fails to start
(Windows 2000 and later).
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