Basic Knowledge for
Writing Driver Programs

Content
G

= The Kernel-Mode Programming Environment
= Memory/Buffer Management
« Linked Lists

= String Handling

= Registry Access

« File Access

Basic Knowledge for
Writing Driver Programs

The Kernel-Mode
Programming
Environment

Kernel-Mode Support Routines
G —

System Services \

Memory Aun-ime
Manager library
Process Objeot | Seaurity.
o Structure Manager | Reforenc
Manager Executive
support routines
Kernel

- S/

| Hardware abstraction layer |

Kernel-Mode Support Routines
|

System Services \

Memory Run-time
Manager library
Process MmXxx Object R?gie’r‘"‘ée RtIXxx
" 1o Structure Manager | Feierene
anager Executive ZwXooc
PsXxx support  [OPXXX | gaxyy routines
loXxx EXXXX.
Kernel K eXxx

S

Hardware abstraction layer 1.y, |

Kernel-Mode Suppor{cetros many data

The main module to Controls the page tables
which the driver that define the mapping
interacts. of virtual addressesonto

objects of the system.
Keeps reference counts.
Converts object handles

physical memory. o pointers.
Islem Services / \
N N ==
Memory Run-time
Marager library
Process MmXxx Object | Seourity RIXXX
y 110 Structure Manager Rﬁj’g;‘e‘!ﬁe
anager Exscutive Zwooc
i swport [OPXXX | gexy routines
loXxx EXXxx A\ N
\ Supplies heap ¥

E.g., polling, sychronization, etc. [ services. security checks

Creates and manages kernel- managementand Allows file system
mode threads. synchronization drivers to perform




Kernel-Mode Support Routines

Contains utility routines, such as list
and string management routines.

Contains native APIsfor kernel-mode.
E.g., registry and file access.
NG

J
Uem.,. Run-time
Mapager ity library
- A~ i
Low-level synchronization of activities ‘gﬂ:ger RtiXxx

between threadsand processors occurs Monitor S Zwxoo
XX
Sexxx routines
loXxx S~ I;(l l
Kernel KeXxx

_/

Hardware abstraoton layer 415 {
Hardware access.

Basic Knowledge for
Writing Driver Programs

Memory/Buffer
Management
D

User-Mode and Kernel-Mode Address Spaces

nonpageable Kernel-Mode
Addresses
pageable User -Mode
Addresses
Process
contexts

Physical Memory vs. Virtual Memory

. |
=« In avirtual memory system, the operating
system organizes physical memory and the
swap file into like-size page frames.

= The continuous addresses in the virtual
memory space are, hence, not necessary
continuous in the physical memory space.

Page Size for Intel Platform
G

/1 wdm h
/1 Define the page size for the Intel 386 as 4096 (0x1000)
Il

#def i ne PAGE_SI ZE 0x1000

Il

/1 Define the nunber of trailing zeroes in a page aligned virtual address
Il This is used as the shift count when shifting virtual addresses to

11 virtual page nunbers.

X

#def i ne PAGE_SHI FT 12L

Marcos for
Buffer and MDL Management

= ADDRESS_AND_SIZE_TO_SPAN_PAGES
- Returns the number of pages required to contain a given
virtual address and size in bytes.
= BYTE_OFFSET
- Returns the byte offsetof a given virtual address within the
page.
= BYTES_TO_PAGES
- Returns the number of pages necessary to contain a given
number of bytes.
= PAGE_ALIGN
- Returns the page -aligned virtual address for the page that
contains a given virtual address.
= ROUND_TO_PAGES
- Rounds a given size in bytes up to apage-size multiple.




Paged and Nonpaged Memory
. |

= Where will your driver code be located?

General Rule

Code executing at or above interrupt request level
(IRQL) DISPATCH_LEVEL cannot cause page faults,

Paged and Nonpaged Memory
G
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PAGE CODE() Macro

Conditional Compilation

# f DBG
#def i ne PAGED_CCODH() \
if (KeGetQurrentlrgl () > APC LEVEL) { \

KdPrint(( "EX Pageable code called at IRQL %d\n", KeGetQurrentlrgl() )); \
ASSERT(FALSE) ; \
}

#el se
#def i ne PAGED_CCDH))
#endi f

In retail build, this macro do nothing.

Debugging Paged Code Violation
G

NTSTATUS Di spat chPower ( PDEVI CE_OBJECT fdo, PIRP Irp)
{

PAGED_CODE( )

If page fault occursat IRQL ? IRQL_DISPATCH,
bug check will be resulted.

IROL _NOT LESS OR EQUAL or DRIVER IROL NOT LESS OR EQUAL

Compile-Time Control of Pageability
|

= Win32 executable files, including kernel-mode drivers, are
internally composed of one or more sections.

« A section is also the smallest unit that you can designate
when youte specifying page- ability

=~ When loading a driver image, the system puts sections
beginning with PAGE or .EDA (the start of .EDATA) into
the paged pool

- unless the DisablePagingExecutive value in the
HKLM\System\ CurrentControlSet\Control\Session

Manager\Memory Managementkey happens to be set (in
which case no driver paging occurs).

= Note that these names are case sensitive!

EAdape g

AAsELEEE
[

BT Lo o el B TE e et b o bt bt rips

- unless the DisablePagingExecutive value in the
HKLM\System\ CurrentControlSet\Control\Session
Manager\Memory Managementkey happens to be set (in
which case no driver paging occurs).

= Note that these names are case sensitive!




The Control of Pageability
N

= Compiler time
- Assign your code and data to the paged and nonpaged
pools.
- By instructing the compiler how to apportion your code
and data among various sections.
- The run-time loader uses the names of the sections to
put parts of your driver in the places you intend.
= Run time
- Calling various Memory Manager routines.

- E.g., to allocate memory in the designate memory pool,
and to lock memory.

#pragma al | oc_t ext (PAGEXxxx, Routi neNane)

Compile-Time Control of Pageability
. |

To isolate the pageable code into anamed
section, mark it as above.

/ Note: function declaration appears before the follow ng

# fdef ALLOC_PRAGVA
#pragma al | oc_t ext(PAGE, AddDevice)
#pragma al | oc_t ext(PAGE, Di spatchPnp)

#endi f

/| append the driver code from here

Compile-Time Control of Pageability
|

Create a pageable data section as follows:
At the beginning of the data module:

#pragma dat a_seg(" PAGEDATA")

At the end of the module:

#pragma data_seg()

Compile-Time Control of Pageability
G —

You can also create a pageable code section as
follows:

#pragma code_seg(" PAGECODE')

NTSTATUS AddDevice(...){...}
NTSTATUS Di spatchPnp(...){...}

#pragma code_seg()

Locking Pageable Code or Data
|

= Certain drivers, such as the serial and parallel
drivers, need not be resident unless the devices
are open.

=« On the other hand, if the port or connection is
not in use, the driver code is not required.

« It is better to mark such pieces of code pageable,
but to lock them whenever needed.

Locking Pageable Code or Data
e

=~ Group correlated codes that must be resident
(nonpageable) when they are activated in the
same section with name PageXxxx.

« These codes are, hence, pageable.

= However, the section have to be locked into
memory before invoking any code in the section.




Run-Time Control of Pageability
e

= Group correlated codes that must be resident
(nonpageable) when they are activated in the
same section with name PageXxxx.

=~ These codes are, hence, pageable.

= However, the section have to be locked into
memory before invoking any code in the section.

Isolating Pageable Code

= Sometimes, the driver’s code has to be modified
so as to apply the aforementioned strategy.

L

Dynamically
Locking and Unlocking Driver Pages

Dynamically
Locking and Unlocking Driver Pages

|PV(] D MriLockPagabl eCodeSection(I N PVO D AddressW t hi nSecti on); |

Service Functi scription
MrLockPagabl e CodeSect i on Locks a code section given an address inside it
MrLockPagabl e Dat aSect i on Locks a datasection given an address inside it

Locks a code section by using a handlefrom a
MrLockPagabl eSecti onByHandl e |previous MmLockPagableCodeSection call
(Windows 2000 and Windows XP only)

|P\/O D MriockPagabl eDat aSecti on(I N PVO D AddressW t hi nSecti on); |

MmPageEntireDriver Unlocks all pages belonging to driver

|VO| D MriockPagabl eSecti onByHandl e(I N PVO D | mageSecti onHandl e) ; |

Restores compile-time pageability attributes

MmReset Dri ver Pagi ng for entire driver

|VC1 D Mrnl ockPagabl el nageSecti on( | N PVOI D | mageSect i onHandl €); |

M1Unl ockPagabl el mageSecti on Unlocks a locked codeor datasection

[vo D MrPageEnt i rebdriver(I N PVOI D AddressW t hi nSection); |

|VC1 D MReset Dri ver Pagi ng(IN PVO D AddressW t hi nSection) ; |

Basic Buffer Allocation Routines
. |
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Basic Buffer Allocation Routines
. |

Allocates (optionally cache-aligned) pool memory
ExAl | ocat ePool W t hTag from paged »or rvonpgged stystem space. The

caller-supplied tag is put into any crash dump of
memory that occurs.

ExFr eePool Wt hTag Releases memory with the specified pool tag
ExFr eePool SRPeaICeeases memory to paged or nonpaged system

o |




Callers’ IRQL ? DISPATCH_LEVEL

ExAl | ocat ePool Wt hTag Routine

|
PVO D ExAl | ocat ePool Wt hTag(
IN POOL_TYPE Pool Type,
IN SIZE T Nunber O Byt es,
IN ULONG Tag
);

Allocates pool memory of the specified type,
and returns a pointer to the allocated block.

Callers’ IRQL ? DISPATCH_LEVEL

EXA' I ocate POO' ﬁThe type of pool memory to allocate.

PVO D ExAl | ocat ePool Wt Il fag (
IN POOL_TYPE Pool Type,

Pool Type-

Description

NonPagedPool from the nonpaged pool
PagedPool from the paged pool

d | and aligned with the CPU
NonPagedPool CacheAl i gned Zggﬁzge poofand afigned wi ©

from the paged pool of memory and
aligned with the CPU cache

IO T T TUTTIO O PUNTCCT TU TNe TIMUTTOTC U IITUCTS:

PagedPool CacheAl i gned

Callers” IRQL ? DISPATCH_LEVEL

ExAl | ocat ePool Wt hTag Routine

The number of bytes to allocate.

PVO D ExAl | ocat ePool W't
IN POOL_TYPE Pool T
INSIZE T NunberO™
IN ULONG Tag

The pool tag for the allocated memory.

Normally specify as astring, in reversed order, of up to four

characters, delimited by single quotation marks.
arfWinDbg will use.

Callers’ IRQL ? DISPATCH_LEVEL

ExAl | ocat ePool Wt hTag Routine

C—

PVO D ExAl | ocat ePool Wt hTag(
IN POOL_TYPE Pool Type,
IN SIZE T Nunber O Byt es,

LAL 10 AN T
= NumberOfBytes > PAGE_SIZE
- Page aligned

- May cause wastein the last page
= NumberOfBytes = PAGE_SIZE or less (a few)
- Page aligned
= NumberOfBytes << PAGE_SIZE
- Aligned on a 8-byteboundary
- Allocate exactly the number of requested bytes of memory

Callers” IRQL ? DISPATCH_LEVEL

ExFr eePool Routine
. ]

VO D ExFreePool (
INPVOD P

)

Releases memory allocated by
ExAllocatePool,
ExAllocatePoolWithTag
ExAllocatePoolWithQuota, or
ExAllocatePoolWithQuotaTag.

Callers” IRQL ? DISPATCH_LEVEL

ExFr eePool Routine
G
VO D ExFreePool Wt hTag(

IN PVOD P,
I N ULONG Tag
) ;

Bug checksif the specified value for Tag does not match the tag
value passed to the routine that originally allocated the memory block.

Otherwise, the behavior of this routine is identical to ExFreePool.
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Linked Lists
. ]

= A way to organize collections of similar
data structures.

= Extensively used in Windows XP, such as
shared IRP queues.

= Synchronization is an important issue.

= Two Types of Linked lists
- doubly-linked
- singly-linked

Data Structures
. ]

Doubly-Linked List

typedef struct _LIST_ENTRY {
struct _LIST_ENTRY *Fli nk;
struct _LIST_ENTRY *Bl i nk;

} LIST_ENTRY, *PLIST_ENTRY;

Singly-Linked List
typedef struct _SINGLE LI ST_ENTRY {

struct _SINGLE LI ST_ENTRY * Next;
} SINGLE LI'ST ENTRY, *PSINGLE LI ST ENTRY;

Topologies

Doubly-Linked List Singly-Linked List

Backward Forward,
/N

ntry
K"_/

Using the Link Lists
e

Embed the list in anther structure

LI ST_ENTRY Doubl eHead ; Declare a link list head

typedef struct _ONEWAY

Embed the list in anther structure

} ONEWAY, *PONEVAY;

SINGLE_LI ST_ENTRY Si ngl eHead; — Declare a link list head




Example
. |

typedef struct _IRP { IRP

LI ST_ENTRY ListEntry;

} IRP, *PIRP;

ListEntry

o

Example

Don’tuse this RP

Use this -
ListEntry
When calling list-management service

functions (to be discussed), always
work with the linking field or the list
head - never directly with the

containing structures themselves.

CONTAI NI NG_RECCRD Macro

((type *)( \
(PCHAR) (address) - \
(ULONG_PTR) (&((type *)0)->field)))

#defi ne CONTAI Nl NG _RECORD( address, type, field) \

#def i ne OONTAI N NG_RECCRD(address, type, field) \
((type *)( \
(PCHAR) (address) - \
(ULONG PTR) (&( (type *)0)->field)))

CONTAI NI NG_RECORD Macro
N

IRP

q = OONTAINING RECORD( p, IRP, ListEntry)]

p

ListEntry ListEntry
LI ST_ENTRY | i nkfiel d;
} TWOWAY, *PTWOWAY;
Service Function or .
Macro Description LI ST_ENTRY Doubl eHead ;
InitializeListHead |[Initializes the LIST_ENTRY at the head of the list I nitializeListHead(&oubl eHead) ;
I nsert HeadLi st Insertselement at the beginning [FESIERI Sk &5 Eigpt ({2 o] Glated) ) |
I nsert Tail Li st Insertselement at the end PTWOWAY pdEl ement = (PTWOWAY) ExAIl | ocat ePool ( PagedPool ,
n . . si zeof (TWOWAY) ) ;

IsListEnpty Determines whether list is empty | nsert Tai | Li st (&Doubl eHead, &pdEl ement - >l i nkfi el d);
RenoveEnt ryLi st Removes element b oo o c o a0 o oo -

f i f (!1sListEnmpty(&Doubl eHead)){
Rem)veHe.adL! st Removes firstelement PLI ST_ENTRY pdLink = RempveHeadLi st (&Doubl eHead);
RenpveTai | Li st Removes last element pdEl ement = CONTAI NI NG_RECORD( pdLi nk, TWOWAY, |inkfield);

ExFr eePool ( pdEl ement) ;




Service Functions of
Singly-Linked List
. |

Service Function or
Macro
PushEnt ryLi st

PopEnt rylLi st

Description

Adds element to top of list
Removes topmost element

Example

I

t ypedef struct _ONEWAY {
SINGLE_LI ST_ENTRY Ilinkfield;
} ONEWAY, *PONEWAY;

SI NGLE_LI ST_ENTRY Si ngl eHead;
Si ngl eHead. Next = NULL;

PONEWAY psEl ement = ( PONEWAY) ExAl | ocat ePool ( PagedPool ,
si zeof (ONEWAY) ) ;
PushEntryLi st (&Si ngl eHead, &psEl ement ->linkfield);

i f (psLink){
psEl ement = CONTAI NI NG_RECORD( psLi nk, ONEWAY, i nkfi el d);

ExFr eePool (psEl enent) ;

The Issue

= What problem will we encounter if using
the above approach to allocate memory?

Fragmentation

= What will you do?
- Allocate a large block.

- Is that good? OBlockinuse
DOBlock free

Lookaside Lists
. ]

= To deal with the allocation/deallocation of
fixed-size memory blocks effectively and
dynamically.

= Executive supports lookaside list routines

- to manage any dynamically sized set of fixed-
size buffers or structures with caller-
determined contents.

Basic Concept
|

Glass containing fixed-size

0

Paged or nonpaged
memory pool

Service Functions for Lookaside List
¢ ]

Service Function Description

ExlnitializeNPagedLookasi deLi st
ExInitializePagedLookasi deLi st
ExDel et eNPagedLookasi deLi st

ExDel et ePaged Lookasi deLi st

ExAl | ocat eFr on\NPagedLookasi delLi st
ExAl | ocat eFr onPaged Lookasi deLi st
ExFr eeToNPagedLookasi delLi st Release a block back to a
ExFr eeToPaged Lookasi deLi st lookaside list

Initialize a lookaside list

Destroy a lookaside list

Allocate a fixed-size block




Callers’ IRQL ? DISPATCH_LEVEL Callers” IRQL ? DISPATCH_LEVEL

Initialize a Lookaside List Initialize a
G

VO D Exl nitializeNPagedLookasi deLi st (
I N PNPAGED_LOOKASI DE_LI ST Lookasi de,

Pointer to the caller-supplied
memory for the lookaside list
head to be initialized.

eNPagedLookasi deLi st

I_Esewed, Must be zero.
OOKASI DE_LI ST Lookasi'de,

I' N PALLOCATE_FUNCTI ON Al | ocate CPTI ONAL, I'N PAL ?E_FU\CTI ON Allocate CPTIQONAL,
I'N PFREE_FUNCTI ON Free OPTI ONAL, I N PFREENJUNCTI ON  Free OPTI ONAL,
IN ULONG Fl ags, IN ULONG Fl ags,
IN SIZE_T Size, IN SIZE T Size,
IN ULONG Tag, IN ULONG Tag, The size in bytes for each
I N USHORT Depth I N US| Dept h nonpaged entry to be
) 2 allocated subsequently.
Pool tag.
Reserved. Must be zero.
Callers’ 1ROl ? DISPATCH | FVEL Callers”1ROI ? DISPATCH | FVEL
Pointer to either a caller-supplied function for allocating an Pointer to either a caller-supplied function for freeing an
entry when the lookaside list is empty, or to NULL. I entry whenever the lookaside list is full, or to NULL.
If non-NULL, the pointer is to a function with the prototype 1f non-NULL, the pointer is to a function with the prototype
as follows: as follows:
N\ /
VO D ExlnitializeNPagedLooka ( VO D ExlnitializeNPagedLo
I'N PNPAGED_LOOKASI DE_LI ST asi de, I N PNPAGED_LOOKASI DE_
I N PALLOCATE_FUNCTI ON Al | ocate OPTI ONAL, I N PALLOCATE_FUNCTI ocate OPTI ONAL,
I N PFREE_FUNCTI ON Free OPTI ONAL, I'N PFREE_FUNCTI ON Free OPTI ONAL,
PVO D XxxAl | ocate ( IN ULONG Elan
IN POOL_TYPE Pool Type,  // NonPagedPool INSIZETIVO D XxxFree (
IN SIZE_ T NunberOfBytes, // value of Size I'N ULONG
IN ULONG Tag /1 value of Tag I'N USHORT] PVO D Buffer
) DK ) .
’

Callers’ IRQL ? DISPATCH_LEVEL

Free a Lookaside List Allocation/Free an Entry
. O
VO D Exl nitial i zeNPagedLookasi deLi st ( PVO D ExAl | ocat eFr onNPagedLookasi deLi st (
I (PPACED) LOOKAS D2 LIS Leblar 62, I N PNPAGED_LOOKASI DE_LI ST Lookasi de
I'N PALLOCATE_FUNCTI ON Al | ocate CPTI ONAL, ) - -
I'N PFREE_FUNCTI ON Free OPTI ONAL, ) !
|

N ULONG Fl ags,
IN SIZE T Size,
IN ULONG Tag,
IN USHORT Dept h VO D ExFreeToNPagedLookasi deLi st (

)i I N PNPAGED_LOOKASI DE_LI ST Lookasi de,

_ _ INPVOD Entry
VOl D ExDel et eNPagedLookasi deLi st ( D
I N PNPAGED_LOOKASI DE_LI ST Lookasi de J




Basic Knowledge for
Writing Driver Programs

String Handling
D

String Utilities
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String Formats

|
WDM drivers work with 4 formats of string:
= Unicode strings
- UNI CODE_STRI NG
= ANSI strings
- ANSI _STRING
= Null-terminated string of characters
- PCHAR
- "Hello VDM’
= Null-terminated string of wide characters
- PWCHAR
- L"Hello VOV

Unicode

« A standard, fixed-width, 16-bit character
encoding scheme that the system uses to
provide NLS support for locale-specific
natural languages.

= NLS
- National Language Support.
- A set of routines that give applications access
to locale-specific information.

ntstrsafe.h
Null-Terminated

String Manipulation
]

Standard function Safe UNICODE Safe ANSI
(deprecated) Alternative Alternative
strcpy, wescpy, Rt 1 StringChCopyW Rt 1 StringChCopyA,

strncpy, wesncpy Rt | StringCchCopywW Rt1 StringCchCopyA

strcat, wecscat, Rt StringChCat W Rtl StringChCatA,
strncat, wecsncat Rt | StringCchCat W Rt| StringCchCat A

sprintf, swprintf, Rt| StringCbPrintfw Rt| StringCbPrintfA,
_snprintf, _snwprintf |RtlStringCchPrintfw Rt| StringCchPrintfA

vsprintf, vswprintf, Rt1 StringCbVPrintfw Rt1StringCbVPrintfA,
vsnprintf, _vsnwprintf|RtlStringCchVPrintfW |RtlStringCchVPrintfA

Rt1StringChLengt hW Rt1StringCbLengt hA,

strien, weslen Rt1StringCchLengt hW Rt1StringCchLengt hA

Cb: byte count Cch: character count

ntstrsafe.h
Null-Terminated

String Manipulation
N

Standard function Safe UNICODE Safe ANSI

(deprecated) Alternative Alternative

strcpy, wescpy,

Srany teecht Copy (& BEFIRtE YD @ bUEFEF nocreyn

strcat, wcscat, IRCLSErT F tringChCat A,
strncat, wcsncat Con%@haﬁm Str“ﬁa tringCchCat A

sprintf, swpriQréate a[RordatiterCexitnstiing giecifyinggCoPrint f A,
_snprintf, _snwarsetfofrdditiongtdunctionarglmraesdsi ngcchprintf A

vsprintf, vsw@reate a[formatitedCteit string sprcifyinggCoVPrint f A,
vsnprintf, _vsnwprone fgcditional gunetiamergurfrentst ri ngCchVPri nt f A

s. «Determine tfif TN AT, & supBl@d SELTHE

Ch: byte count Cch: character count
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ntstrsafe.h
Null-Terminated

String Manipulation
N

Standard function SEVERVIN] [ofe]n]= Safe ANSI
(deprecated) Alternative Alternative
strcpy, wescpy, Rt StringChCopyW Rt | StringChCopyA,

strncpy, wesncpy Rt | StringCchCopyw Rt| StringCchCopyA

strcat, wcscat, Rt StringChCat W Rt| StringChCat A,
stpchin ¢c - ff RtIStringCchCat W C ~HffF g4 i ngCchCat A

serL'%'lE’ RllSlr\nngPrlnth R!\Et’r\nngPrlnth‘

_snprintf, _snwprintf Rt1StringCchPrintfw Rt1StringCchPrintfA

vsprintf, vswprintf, Rt1StringCbVPrintfw Rt1StringCbVPrintfA,
vsnprintf, _vsnwprintf|RtIStringCchVPrintfw |RtlIStringCchVPrintfA

Rt1StringCbLengt hW Rt StringCbLengt hA,

| |
strien, weslen Rt| StringCchLengt hW Rt| StringCchLengt hA

Cb: byte count Cch: character count

Safe String Functions
. |

=~ Using the safe string functionsinstead of the
string manipulation functions provided by C-
language runtime libraries, you protect your code
from buffer overrun errors that can make code
untrustworthy.

=~ Each function is available in two versions:

- aW-suffixed version that supports double-byte Unicode
characters

- an A-suffixed version that supports single-byte ANSI1
characters

Data Structures
. ]

typedef struct _STRING {
USHORT Lengt h;

USHORT Maxi nuniengt h;
PCHAR Buffer ;

Length PaximumLength
} STRING

/ Buffer \

typedef STRING *PSTRI NG
typedef STRING ANSI _STRI NG

typedef struct _UNI CODE_STRI NG {
USHORT Lengt h;
USHORT Maxi nuniengt h;
PWSTR Buf fer;

} UNI CODE_STRI NG;

Counted-String Functions

Initialization
.

VO D Rt11nitUnicodeString(
I'N QUT PUNI CODE_STRI NG DestinationString,
I'N PCWSTR SourceString
)i

= The Buffer member of DestinationString is
initialized to point to SourceString.

= The length and maximum length for
DestinationString are initialized to the length of
SourceString.

=« If SourceStringis NULL, the length is zero.

Initialization
.

VO D RtllnitUnicodeString(

I'N OUT PUNI CODE_STRI NG DestinationString,
I N PCWSTR SourceString
)i

=~ Can be running at IRQL ? DISPATCH_LEVEL if
the DestinationString buffer is nonpageable.

« Usually, callers run at IRQL = PASSIVE_LEVEL
because most other RtIXxxString routines cannot
be called at raised IRQL.

12



Pointer to the Unicode string buffer previously allocated
by RtlAnsiStringToUnicodeString or
Rl -y ;

Free a String

VO D RtlFreeUni codeStri ng(
I N PUNI CODE_STRI NG Uni codeStri ng

)i

Callers” IRQL = PASSIVE_LEVEL.

Special Note

UNI CODE_STRI NG f 00;
if (bArriving)

Rt | I nitUnicodeString(& oo, "Hello, world!");
el se

{
ANSI _STRI NG bar ;

Rt | Ansi StringToUni codeString(&f oo, &bar, TRUE);
}

Rt | FreeUni codeString(& 00); // <== don't do this!

Rtl I nitAnsiString(&ar, "CGoodbye, cruel world!");

Basic Knowledge for
Writing Driver Programs

Registry Access
D

The Registry | ReBEdit
G

stry Eitor [51x]
Resiry_Edt_View Fovartes_Help
= B My Computer =] [rame Trpe
© 1 rv_cLasses RooT [ oefa) REG.S2 (v ok st)
Subtrees —|| @ £ HEY_CLRRENT USER (Scumentuser REGSZ  USERNAME
= Dimeiocamacne | [lsyoensatoptons  REGSZ  FASTOETECT
= (1 wanowaRe (SwatrokiserviceTmeot  REGSZ 20000
Qs
Keys 3 secumry
e 1 sorTwaRE
< 0 svsten ey pote] vaes
% (1 Controlseront e Boes
Subleys 1 Conrlserooz
3 CorentCortroet
Active subkey B o ]
= 1 moeers
% I BocupResto
Subleeys 2 bosrfo
3 boutverficat
w0 O
Al | s |

LocaL,

Entries in the
active subley

A subtree is aroot, or primary division, of the registry.
« HKEY_CLASSES_ROOT

* HKEY_CURRENT_USER

* HKEY_LOCAL_MACHINE
« HKEY_USERS

« HKEY_CURRENT_CONFIG

Keys are the first division of a subtree.
Keys contain subkeys and entries

Tiee
b](Default) REG_SZ  (vaue not set)
Slcurentuser REGS?  USERNANE
Slsytenstatoptons  REGS2  FASTOETECT
SlWatToklServeeTinsous  REGS2 20000

Subtrees

Keys

Entry patal  vaues
R trpes
Subkeys

Active subkey

’ = 0 svtem

Subkeys

TR il K71 | Bl

Subkeysare children of keys. All registry folder contained in keys
are called subkeys. Subkeyscan contain entries and other subkeys.

The Registry
G

" [_[5]x]
= Entries are the lowest level b
element in the registry. S "o e
e Reos UsERAYE

= Each entry consists of an entry
name, its datatype, and its value.

= Entries store the actual
configuration data that affects 35 (=
the operating system and programs |,
that run on the system. As such,
they are different from keys and e
subkeys. st

= Entries are referenced by their e Rl
registry path and name. e

[Slsysensionopors  ReG Sz FaSTOETECT
(SjwattoiseniceTneort  REGSZ 20000

Entries in the
setius slbley
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Data Types ? Registry

Regitry Edt View Favortes Heb

= 2 My Computer =] [ame
% L HKEY_CLASSES_ ROOT ) pefaul)

Data Type Description

REG_BI NARY Binary data in any form
REG DACRD A 4-byte numerical value

REG DWORD_LI TTLE_ENDI AN |REG_DWORD with LSB at the lowest address

REG_DWORD Bl G ENDI AN REG_DWORD with LSBat the highest address

REG SZ A zero-terminated Unicode string

REG MALTI _SZ Multiple zero-terminated strings ending with 2 zeros

A zero-terminated Unicode string, containing unexpanded

REG_ BXPAND_SZ references to environment variables, such as "%PATH%"

REG LI NK A Unicode string naming asymbolic link; this type is irrelevant to
- device and intermediate drivers.
FEGJ\Q\E Data with no particular type

Data Types ? Registry

ry [[51x]
Regstry Edt View Favortes Help —
= 2ty Computer Tipe pata
%1 ) HXEY_CLASSES ROOT (28] 0etaut) REGSZ  (value notset)
Subtrees i I HKEY_CURRENT_UISER Bcurentuser REGSZ  USERNAVE
=1 I HKEY_LOCAL MACHINE | B]systemstartoptons REGSZ  FASTOETECT

L HARDWARE.
w O san
Keys 0 secuRrry

i () SOFTWARE
Data Type Description

A device driver'slist of hardware resources, used by the
driver or one of the physical devices it controls, in the
\ResourceMap tree

A device driver’slist of possible hardware resourcesit or
REG_RESCURCE_REQUI REMENTS_LI ST | one of the physical devices it controls can use, from which
the system writes a subset into the \ResourceMap tree

A list of hardware resources that a physical device is using
REG FULL_RESOURCE DESCRI PTCR | detected and written into the \HardwareDescription tree by
the system

|BwaTokiserviceTmeout  REG S

REG RESOURCE_LI ST

Registry Access Routines
]

System Services \

Memory Run-time
(i) Manager library
Process Mm XXX Objeat H??gge RtIXxx
o Structure Manager | Feferenc —|
anager Executive Zwioc
R support [OPXXX [ gen routines o
loXxx E

Kernel KeXxx

Hardware abstraction layer 1,y |

Registry Access ? I/O Manager
. |

rvice Functio Descriptio

Registers a device functionality.
The 1/0 Manager createsa registry key.
Drivers can access the key using
| oOpenDevi cel nter f aceRegi stryKey

| oRegi st er Devi cel nterface

I oSet Devi cel nterfaceState Enables/disables a device interface.

Retrieves device setup information from

| 0Get Devi ceProperty the registry.

Opens special key associated with a
physical device object (PDO).

Opens a registry key associated with a
registered device interface

| oOpenDevi ceRegi stryKey

| oOpenDevi cel nterfaceRegi stryKey

Callers”IRQL = PASSIVE_LEVEL
in the context of a system thread.

Open Device Registry Key
G

NTSTATUS | oOpenDevi ceRegi st ryKey(
I N PDEVI CE_OBJECT Devi ceOnject,
I'N ULONG Devl nst KeyType,
I N ACCESS _MASK DesiredAccess,
OUT PHANDLE Devl nst RegKey
)i

Returns a handle to a device-specific or adriver -specific registry
key for a particular device instance.

Callers”IRQL = PASSIVE_LEVEL
in the context of a system thread.

Open Devic

Indicates the special key
you want to open.

e Ren
The PDO of the device instance for
which the registry key is to be opened.

N ULONG Devl nst KeyType,

Selected Registry Key

Open a hardware key for storing
device-specific information

Flag Value

PLUGPLAY_REGKEY_DEVI CE

Open a software key for storing

PLUGPLAY_REGKEY_DRI VER N
driver-specific information

Open a key relative to the current
PLUGPLAY_REGKEY_CURRENT_HWPROFI LE |hardware profile for device or driver

information.
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Callers”IRQL = PASSIVE_LEVEL
in the context of a system thread.

Open Device Registry Key
—KELREAD, KEY_WRITE or KEY_ALL_ACCESS | @ I

NTSTATUS | oOpenDevi ceRe ey (
I'N PDEVI CE_OBJECT DeV bj ect,
IN ULONG Devl nst KeyTypey
I N ACCESS_MASK DesiredAccess,
OUT PHANDLE Devl nst RegKey

DE

Points to a caller-allocated buffer that, on
Returns a h|successful return, contains ahandle to the registry
key for a pgrequested registry key.

Callers”IRQL = PASSIVE_LEVEL
in the context of a system thread.

Open Device Interface Registry Key
. |

NTSTATUS | oOpenDevi cel nt er f aceRegi st ryKey (
I N PUNI CODE_STRI NG Synbol i cLi nkNane,
I N ACCESS_MASK Desi r edAccess,
QUT PHANDLE Devi cel nt erf aceKey

DE

Returns a handle to a registry key for accessing
information about a particular device interface
instance.

Callers”IRQL = PASSIVE_LEVEL
in the context of a system thread.

Op Points to a string identifying the device interface instance
being enabled or disabled.
This string was obtained from a previous call to
loRegisterDevicelnterface or loGetDevicelnterfaces.

NTSTATUS | oQpenDevi cel nt er f aceRes=Nt I yKey (
I N PUNI CCDE_STRI NG Synbol i cLi nkNarre,
I N ACCESS _MASK DesiredAccess,
QUT PHANDLE Devi cel nterfacefRy

)&

Points to a returned handle to the requested
registry key if the call is successful.

instance KEY_READ, KEY_WRITE or KEY_ALL_ACCESS

Registry Access ? Runtime Lib
. |

Service Function Description

Rt | Cr eat eRegi st ryKey Creates a key along a relative path. [0

Rt | Quer yRegi stryVal ues |Readsseveral values from the registry

Rt | WiteRegi stryValue |Writes a value to the registry (1)
Rt | Del et eRegi stryVal ue |Deletes a registry value (]
Rt | CheckRegi st ryKey Checks the existence of a key (1)

Registry Access ? Native API

Service Function Description
ZwOpenKey Opensa registry key
Zwd ose Closes handle to a registry key
ZwCr eat eKey Creates a registry key
ZwDel et eKey Deletes a registry key

ZwDel et eVal ueKey
ZwEnuner at eKey
ZwEnuner at eVal ueKey |Enumerates values within a registry key
ZwFl ushKey
ZwQuer yKey
ZwQuer yVal ueKey
ZwSet Val ueKey

Deletes a value (Windows 2000 and later)

Enumerates subkeys

Commits registry changes to disk
Gets information about a registry key

Gets a value within a registry key
Sets a value within a registry key

Open/Create a Registry Key
G

NTSTATUS ZwOpenKey (
QUT PHANDLE KeyHandl e,
I N ACCESS_MASK DesiredAccess,
I N POBJECT_ATTRI BUTES bj ect Attri butes
)i

NTSTATUS ZwCr eat eKey(
QUT PHANDLE KeyHandl e,
I N ACCESS_MASK DesiredAccess,
I N POBJECT_ATTRI BUTES Obj ectAttributes,
IN ULONG Titl el ndex,
I'N PUNI CODE_STRING Cl ass OPTI ONAL,
IN ULONG CreateOptions,
OUT PULONG Disposition OPTIONAL
)
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OBJECT_ATTRI BUTES Structure

typedef struct _OBJECT_ATTRI BUTES {
ULONG Lengt h;
HANDLE Root Di rectory;
PUNI CODE_STRI NG Obj ect Nane;
ULONG Attri butes;
PVA D SecurityDescri ptor;
PVAO D SecurityQualityO Service;
} OBJECT_ATTRI BUTES;

Initialize Object Attributes

VO D InitializeObjectAttributes(
OUT POBJECT_ATTRI BUTES InitializedAttributes,
I N PUNI CODE_STRI NG (hj ect Nane,
IN ULONG Attributes,
IN HANDLE RootDirectory,
I'N PSECURI TY_DESCRI PTOR SecurityDescri ptor
Wi

Sets up a parameter of type OBJECT_ATTRIBUTES for a subsequent
call to ExCreateCallback or to a ZwCreateXxx or ZwOpenXxx routine.

Is the full path name
for the object.

Specifies a handle to the root object directory for the ObjectName.
Specifies NULL if ObjectName parameter is fully—qualified,
Use ZwCreateDirectoryObject to obtain a handle to an object directory.

Specifies the OBJECT_ATTRIBUTES
structure to initialize.

A An initialized absolute
SECURITY_DESCRIPTOR
for the object or NULL.

dAttributes,

I' N PUNI CODE_STRI NG
IN ULONG Attributes,

IN HANDLE RootDirectory,
I N PSECU SCRI PTOR Securi tyDescri ptor
)i

A combination (ORed) of the following flags:
OBJ_INHERIT
.|OBJ_PERMANENT

IN1tifosa_excLusive tes
OBJ_CASE_INSENSITIVE
OBJ_OPENIF
OBJ_KERNEL_HANDLE
VO D Initial tAttributes(
QUT POBJ RIBUTES InitializedAttributes,
I' N PUNI RING bj ect Nane,

IN ULONG Attributes, ¢ |

IN HANDLE RootDirectory,

I N PSECURI TY_DESCRI PTOR Securi t yDescri pt or
)i

Sets up a parameter of type OBJECT_ATTRIBUTES for a subsequent
call to ExCreateCallback or to a ZwCreateXxx or ZwOpenXxx routine.

Example

NTSTATUS Dri ver Ent ry( PDRI VER_OBJECT Dri ver Obj ect,
PUNI CODE_STRI NG Regi st ryPat h)
{
OBJECT_ATTRI BUTES oa;
InitializeObjectAttributes(&a, RegistryPath,
Q3J7KERNEL7HANDLE| OBJ_CASE_| NSENSI TI VE, NULL, NULL);
HANDLE hkey ;
status = ZwOpenKey( &key, KEY_READ, &oa);
if (NT_SUCCESS(status)){
ZwCl ose( hkey);
}

Callers’ IRQL = PASSIVE_LEVEL.

Query Values of Registry Keys

NTSTATUS ZwQuer yVal ueKey(

I N HANDLE KeyHandl e,

I'N PUNI CODE_STRI NG Val ueNane,

I N KEY_VALUE_| NFORMATI ON_CLASS KeyVal uel nf or nati onCl ass,
OUT PVO D KeyVal uel nformation,

IN ULONG Length,

OUT PULONG Resul tLength

)

Returns the value entries for an open registry key.
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RQL = PASSIVE_LEVEL.

Handle to the key.
This handle is created by a successful
call to ZwCreateKey or ZwOpenKey.

The name of the value entry.

NTSTATUS Z\M:uery[/ueKey(
I N HANDLE KeyHandl e,
I'N PUNI CODE_STRI NG Val ueNane,
I N KEY_VALUE_| NFORMATI ON_CLASS KeyVal uel nf or mati onCl ass,
QUT PVO D KeyVal uel nformation,

IN ULONG  Length, Specifies the size, in bytes, of the
OUT PULONG Resul tLength KeyValue Information buffer.

)

The received size, in bytes, of the key information.

Returns STATUS_SUCCESS: the actual size of data returned.

Returns STATUS_BUFFER_OVERFLOWor STATUS_BUFFER_TOO_SMALL:
the minimum size needed.

Specifies a IRQL = PASSIVE_LEVEL.
KEY_VALUE_INFORMATION_CLASS
value that determines the type of
information returned in the
KeyValueInformation buffer.

gistry Keys

NTSTATUS ZwQuer yVal ueKey (
I N HANDLE KeyHandl e,
I'N PUNI CODE_STRI NG Val ueNane®
I'N KEY_VALUE_I NFORMATI ON_CLASS “KeyVal uel nf or nati onCl ass,
OUT PVO D KeyVal uel nf ormati on,
IN ULONG Length,

Stucture of KeyValuelnformation

Enumerator

KeyVal ueBasi cl nf or mati on KEY_VALUE_BASI C_| NFORMATI ON

KeyVal ueFul | I nf or mati on

KeyVal ueParti al | nf or mati on |KEY_VALUE_PARTI AL_| NFORMATI ON

o |
KEY_VALUE_FULL_| NFORMATI ON 0. |
o |

Using Registry Functions

UNI CODE_STRI NG val name;
Rt 1nitUnicodeString(&val name, L"ImagePath");
size = 0;
status = ZwQueryVal ueKey(hkey, &valname, KeyVal uePartiallnformation,
NULL, 0, &size);
if (status == STATUS_OBJECT_NAME_NOT_FOUND | | size == 0)
<handl e error>;
size = mn(size, PAGE_SIZE);
PKEY_VALUE_PARTI AL_| NFORMATI ON vpi p =
PKEY_VALUE_PARTI AL_I NFORMATI ON) ExAl | ocat ePool (PagedPool , size);
if (!vpip)
<handl e error>;
status = ZwQueryVal ueKey(hkey, &val name, KeyVal ueParti al | nformation,
vpip, size, &size);
if (! NT_SUCCESS(status))
<handl e error>;
<do sonething with vpip->Data>ExFreePool (vpip);

Exercise
G

= Document Reading and Summarization:

- What kinds of information are stored in the
main subtrees of the registry?

- The Win32 registry functions.

- Reports using slides

Basic Knowledge for
Writing Driver Programs

File Access
]

Kernel-Mode File I/O
N

=« It’s sometimes useful to be able to read and write
regular disk files from inside a WDM driver, e.g.,
- download a large amount of microcode to your hardware,
- create your own extensive log of information for some
purpose.

= File access via the ZwXxx routines require you be
running at PASSIVE_LEVEL in a thread that,
hence, can safely be suspended.
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ZWXxx Routines for File 1/0O
G

Service Function

ZwCreat eFil e

Description

Either creates a new file or directory, or
opens an existing file, device, directory,
or volume.

Opensan existing file, device, directory,

2ZuCpenFil e or volume.

Zwd ose Closes object handles
ZwReadFi | e Read data from an open file
ZwWiteFile Write data to an open file

ZwQuer yl nformati onFil e

Retrieves various kinds of information
about a given file object

Exercise
A

& Programming
- Use the parameter Registry passing to
the DriverEntry routine to retrieve all
values of the named entries of that
subkey and write them to afile.
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